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3:02  ANNOUNCEMENTS iiiiiiiiiiiiiiiietiiis ettt e s e ta e e e s e e et b r e e e e e e ea b s e eeaaees Doug Ramsey
1. Roll Call

3:05  University BUSINESS .....oocciiiieiiee e President Stan Albrecht

1. COMMENCEMENT......uiiiiiiiie i Sydney Peterson

3:20 Information ltems

1. Information Technology POlICIES ........ooiiuuiiiiiiiiieeeeiieeee e Bob Bayn

TG {0 I 00T o F-1 = oY AN =T o Vo - SRR Doug Ramsey
1. Athletic Council Report
2. EPC Monthly Report and EPC Annual Report

3. Cultural Activities Council Annual Report

4, Libraries Advisory Council Report

5. Honors Program Annual Report

6. Committee on Committees Report

3:40 Key Issues and Action Items

R o = o O | 1= o 1SS Britt Fagerheim
a. Representation of Extension and RCDE on Faculty Senate (2™ reading)

b. Reasons for Non-Renewal (1* reading)

4:00 NEW BUSINESS ...ttt ettt e e e e e e sttt e e e e e e s e nbbbeeeeaaeeeaannees Doug Ramsey

4:10 Adjournment
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UtahState

UNIVERSITY MINUTES
October 1, 2007

FACULTY SENATE Merrill-Cazier Library Room 154

Doug Ramsey called the meeting to order at 3:00 p.m.

Approval of Minutes from September 10, 2007

Diane Calloway-Graham motioned to approve the minutes of September 10, 2007. Sylvia Read
seconded the motion. Will Popendorf suggested some minor changes. The motion carried unanimously.

Announcements — Doug Ramsey
1. Doug Ramsey asked for the roster to be passed around for roll call.

University Business — President Stan Albrecht

1. The President stated that we have our largest headcount enroliment in the history of the
university. We have finished our last two visits in the campaign loop. The next few weeks will be
a time to bring closure to what we have been working on. Justin Hamilton will be doing a
scholarship event for us during a soft opening of his new restaurant in Park City.

2. President Albrecht provided an overview of the upcoming legislative session and some of the
things we’ll be giving some attention to. We are concerned with the legislative fiscal audit that
deals with lapsing funds in the vacant position pool. We are putting together some responses on
that and hope to bring a more detailed report to the Faculty Senate once the data is gathered.
Our initial primary focus on the capital project side will be the new building that goes on the quad
where the old library was — a USU and Department of Agriculture partnership project. Other
items are compensation and retention. There will be a new teacher initiative that will have a
positive effect. The Engineering initiative will be good to go for another year. USU has been
invited to list a series of institutional priorities that focus on the student side of the operation —
concepts include student retention; improving our graduation rates; and programs to increase
women and minority enrollment in the STEM programs.

3. We had our NCAA site visit for accreditation last week and President Albrecht complimented
anyone who was involved in that. The board wants to take what they learned at Utah State out to
other institutions, to use USU as a model program. In addition, the Northwest accreditation visit
is coming up later this month.

4. Provost Coward reported a record number of student enrollment with Fall enrollment at 24,421 -
the largest in history. Of those, 58% are here at Logan and 42% are at regional campuses.
Enrollment here at Logan is stable - up 1% - but our enrollments at regional campuses are up
8%. At Logan, we had the third largest first-time freshman class in the last decade. The number
of out-of-state first-time students in the freshmen class here in Logan is 20% higher than last year
and 69% higher than it was just two years ago. The enrollment of minority first-time freshman is
up 25% compared to last year. In addition, the number of international students more than
doubled from last year. Graduate student enroliment is down slightly-1.6%, while undergraduate
student enrollment overall is up 3.6%.

Information Items
1. Central Committee and Promotion and Tenure Code Questions
[Code 405.7.2(5) and Code 405.8.3(5)]

Flora Shrode presented some questions requested by a former PRPC member:

a) Should the names of all Promotion and Tenure Central Committee members be made public?

b) Should the code specify that all members need to be present as is the case for tenure
advisory committees, Code 405.7.1(1)?

c) Should the Central Committee produce a brief written summary of their recommendation for
the record, for the candidate, and the file?



Dallas Holmes motioned to move these items forward to PRPC individually for their consideration
and rewrite and that they be resubmitted back to the Faculty Senate. Mike Parent seconded the
motion. Will Popendorf suggested that PRPC bring back more than one proposal for the
Senate’s consideration.

Charlie Huenemann motioned to amend the motion so that PRPC also reviews language which
would describe the composition of this committee to include at least one rep from each college.
Sylvia Read seconded the motion to amend. The motion to amend passed unanimously.

Vince Wickwar motioned to call for a vote on the original motion. By show of hands, 23 were in
favor; 29 opposed.

Will Popendorf motioned to establish an ad hoc committee to investigate these issues and
present a series of recommendations to the Senate before sending them to PRPC. An
amendment was proposed to bring forward along with these recommendations what the current
practice is. Pat Lambert seconded the motion. Before the vote was called, including the next
section, ‘Code Suggestions/Questions Regarding Tenure and Promotion: Timing of Letters to
Candidates and Meetings with Provost’, was accepted by Rudy Tarpley, Parliamentarian. The
motion passed with one opposition.

Roberts Rules of Orders states that the Senate President, in any way he deems appropriate,can
appoint the committee. Doug Ramsey asked for volunteers and appointed Sandi Gillam, Charlie
Huenemann, Betty Rozum, Chris Corcoran, and Flora Shrode. Flora will serve as chair.

Consent Agenda Items

abrwNE

Academic Freedom and Professional Responsibility (403.1 and 403.3.1)
Faculty Senate Supernumerary (402.3.1)

Senate Standing Committees (402.12.1(2)(b))

Parking Committee Report

Graduate Council Report

Mike Parent motioned to accept the Consent Agenda. John Kras seconded the motion; motion
carried unanimously.

Key Issues and Action Items

1.

Honorary Degrees and Awards Committee Election — Will Popendorf announced and
conducted the election for the list of three Senate members to be presented to President Albrecht
for selecting one to serve on the Honorary Degrees and Awards Screening Committee.

Resolution in Support of the President’s Signing of the Climate Commitment — Jenny
Norton presented the proposed resolution.

Charlie Huenemann motioned to accept the resolution as written. Pat Lambert seconded the
motion; motion passed unanimously.

Reasons for Non-Renewal — Britt Fagerheim explained that PRPC was charged to look at policy
407.7.2 code language but needed clarification on what part of the language they were to review.
Pat Lambert explained that the idea was to make it parallel to decisions for tenure and promotion.
What the language permits is for department heads, without reference to the P&T committee, to
make a decision of non-renewal. The request was to make the language parallel to the
promotion and tenure process in order for a non-renewal to take place, including that the
department head confer with the P&T committee before making a decision.

Dean Frazer added that the intent of the code as it is currently written is so that the decision for
non-renewal during a probationary period can be an administrative decision.

Ed Heath motioned to charge PRPC to review the language and appropriately clarify this
decision-making process. The motion was seconded and passed unanimously.
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New Business
1. Faculty Forum — Doug Ramsey announced that the Faculty Forum will be in place of the regular
Senate meeting in November on the 5th. The Forum is intended to bring faculty together to
discuss issues that the Faculty Senate should look at. Attendance includes all faculty and
administrators as invited. The Faculty Forum Executive Committee will meet on October 17 to
prepare the agenda. Requests for items to be included can be forwarded to the representatives
on the Faculty Senate Executive Committee.

Adjournment
Doran Baker motioned to adjourn the meeting. Douglas Jackson-Smith seconded the motion; the
meeting adjourned at 4:14 p.m.

Minutes Submitted by: Andi McCabe, Faculty Senate Executive Secretary, 797-1166
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User-owned equipment connected to the University network must be properly registered and managed in
compliance with the separate Computer Management Policy to protect against technical vulnerabilities which will
allow outsiders to gain access to the Resource or data.

University-owned equipment must comply with the separate Computer Management Policy, however users of that
equipment should be alert to any indications of deficiencies in compliance that may result in compromise to the
security of the Resource or data.

Users are expected to recognize that the Resources being provided are subject to compromise and other failure at
any time in spite of professional efforts in compliance with industry best practices.

Users should take extra precautions to protect their own privacy, to insure the confidentiality of their own
personal identifying information, and to guard against the loss or destruction of their own intellectual property as
a result of any compromise or failure.

While the University respects the user's privacy, information stored on or transmitted through the Resource is
subject to exposure by technical, legal and extra-legal means beyond the control of the University.

USU Information Technology is directed to interpret this policy and other relevant University policies as they
apply to the changing deployment of Resources and provide Appropriate Use Procedures and Standards that
specify in greater detail the required, recommended or prohibited uses of specific Resources. Those guidelines
will clarify, but not limit or change, the scope of approved Policies.

DEFINITIONS

Authentication credentials )
userID/PIN, username/passcode or other secrets or keys used to gain access to a restricted Resource.

Capacity of Resource
some Resources have a limit that can be exceeded by certain uses, either causing the Resource to crash or
causing unacceptable delays in the delivery of results.

Malware
programs that "infect" computers to do things the user doesn't want or even know about - often giving
control of the computer to outsiders or reporting to outsiders the private information sent from or stores on
the computer.

Phishing
messages and/or websites that impersonate legitimate businesses (especially banks) in order to intercept
authentication credentials for individuals.

Privilege
while access is generally granted to everyone in a relevant role, the right is retained by the university to
revoke that access when it is in the interest of the university, such as to protect the Resource from use in
violation of policy or use in excess of capacity.

Resources
Computing, Networking and Information Resources - including end-user computers such as desktops,
laptops, PDAs, smartphones, Blackberries, Treos; servers; peripherals such as printers, scanners, webcams;
firewalls; network routers; wireless access points (see: Wireless Deployment Policy); databases; enterprise
information system; system of record; shadow systems; ... :

Restricted Resources
some Resources are available only to individuals in particular roles while other Resources (USU
homepage, for instance) are available without restriction and without authentication by the user.

Role
a category of user who is given access to a particular restricted Resource, may be as general as faculty or
student, or as specific as advisor or auditor.
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Strong Password
a password that is not easily guessed by individual or automated guessing, and is not easily cracked by
hackers. Strong passwords are generally long and are not composed of words, names, numeric sequences
or keyboard patterns.

Users
faculty, staff, students and visitors of the University

ENFORCEMENT AUTHORITY & PENALTIES

Disciplinary action or sanctions for violations of this policy will be in accordance with Section 311 of USU
Policies for professional and classified employees;Section 407 of USU Policies for faculty, and Article VI of the
Student Code for students.

COMPARISON WITH PEERS

This is temporary reference information used in development of this document. Colorado State and Cornell each
have (as noted below) short AUP documents and separate guidelines that interpret the general policy statements
in light of current technology and risks. I advocate and have attempted to take that approach in this draft
document, while incorporating all the policy-level issues in all of the documents reviewed below. Some AUPs
have non-policy info in them, and some have policy info that doesn't really apply to end users. I have tried to
weed that info out, while keeping it in mind for other policy/procedure/ standards/guideline consideration. Our
draft policy also includes reference to some other policies that are in various draft stages now but deserve to be
cross linked with the AUP.

Links to the AUPs of our Peer institutions and others:

m UC Davis Allowable Uses :
Colorado State AUP - this one has a good, short policy statement in the form of half a dozen items that the
user agrees to followed by a separate list of examples of inappropriate use that are proscribed by the policy.
Towa State Code of Computer Ethics and Acceptable Use
UMaryland Acceptable Use of Information Technology Resources
New Mexico State General Computing Information and Communications Technologies Policy Statement
North Carolina State Computer Use Regulation
Oregon State Acceptable Use of University Computing Resources
Texas A&M (pdf) Information Resources Acceptable Use
Virginia Tech (pdf) Acceptable Use and Administration of Computer and Communication Systems
m Virginia Tech Acceptable Use Guidelines
Washington State Electronic Publishing & Appropriate Use of Computing Resources, Information
Technologies and Networks
Purdue
Uof Utah Network Acceptable Use
Weber State (pdf) AUP
Southern Utah U (pdf)
Oregon State
Arizona State
Cornell - short; Cornell - even shorter. Explained in detail at abuse.html
UC Davis
SANS - The SANS Institute also provided helpful templates
EduCause -EduCause policy resources include the ICPL discussion list

Here's a comparison spreadsheet from those
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Retrieved from "http://wiki.ss.usu.edu/index.php/AUP"

» This page was last modified 02:02, 26 September 2007.
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BulkMail

From NetManWiki

Number 561
Subject: Internal Bulk Email

Effective Date: 22?,22,200?

Contents

1 PURPOSE/OBJECTIVE

2 POLICY

3 DEFINITIONS

4 ENFORCEMENT AUTHORITY & PENALTIES

PURPOSE/OBJECTIVE

Issues:

1. Receiving unwanted, uninformative email (e.g. junk, spam) wastes time and resources, causing frustration
and animosity toward the sender and reduces the effectiveness of email for legitimate communication.

2. Certain uses of email addresses may violate FERPA or other privacy laws.

3. USU offices, departments and organizations request help sending bulk email to targeted USU
constituencies.

Intention:

The intention of this policy is to assign authority and responsibility for content and volume of internal bulk mail
so that its use is: acceptable to the majority of recipients, protects the privacy of recipients, and is within the
capacity of the systems that generate, transmit and store the messages.

POLICY

When obtaining a university email account or providing a preferred email address in the University's single
system of record, university employees and students give implicit consent to receive email messages individually
or as a group from authorized senders on behalf of the university constituencies and organizations to which they
belong. All messages must be judged by the authorized sender to be in the best interest of the recipients and the
university. Senders may not contact groups outside of their own constituency without the prior approval of the
recipients or the appropriate authority.

Senders of authorized messages will use procedures which protect the privacy and security of the recipients, will
impose no undue burdens on the email system, and will comply with existing Federal and State law regarding

. email and content as well as any other university policies (cf. FERPA, HIPAA, CAN-SPAM, harassment and

copyright laws).

USU Information Technology (IT) is directed to publish Procedures that conform to this policy and other relevant
University policies as they apply to currently available email service. IT shall make available resources and
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services to facilitate: compiling appropriate email address lists, and sending of bulk email to authorized
constituencies; and shall provide directions for appropriate use of those resources to protect the privacy, security
and other legal rights of the recipients as well as to preserve the integrity and efficiency of the email delivery
system.

DEFINITIONS

Authorized Senders include: University Officers, Deans, Department Heads and Directors, Academic Advisors,
Faculty and the elected officers and advisors of any University group registered, recognized, or sanctioned by
USU and governed under by-laws (e.g. Faculty Senate, PEA, CEA, ASUSU and CSCOs).

A Constituency is a group of employees and/or students who report to, are under the direction of, or are led by,
an Authorized Sender. Individuals can be members of multiple constituencies. Individuals cannot “opt-out” of
constituency mailing lists while remaining in the constituency.

An Authorized Message is a bulk email message that complies with the requirements of this policy.

ENFORCEMENT AUTHORITY & PENALTIES

Violations of this policy should be reported to the Vice President of IT or the IT Security Team in a timely
manner with complete documentation. Verified violations will be referred to the appropriate administrator for
review and possible disciplinary action.

Retrieved from "http://wiki.ss.usu.edu/index.php/BulkMail"

» This page was last modified 02:02, 26 September 2007.
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CompMgmt
From NetManWiki

Number 562
Subject: Computer Management

Effective Date: ?2?2,22,200?

PURPOSE/OBJECTIVE

The intention of this policy is to decrease the availability of Utah State University's computing resources to
unauthorized outsiders. Computing resources and confidential data are sought by unauthorized outsiders for their
own purposes, often at the expense of the university or the user of the computer. Proper management of
computers reduces these risks of loss and the legal, financial and personal consequences that may result.

POLICY

All computers connected to the USU Network must be configured and managed to reduce or eliminate the risk of
loss of control of the computer resource or the stored or transmitted information. Information Technology (IT) is
directed to develop Computer Management Procedures according to industry best practices in collaboration with
IT advisory committees and user groups.

Retrieved from "http://wiki.ss.usu.edu/index.php/CompMgmt"

» This page was last modified 02:02, 26 September 2007.
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Wireless

From NetManWiki

Number 563
Subject: Wireless Deployment & Access
Effective Date: 72?2,22,200?

PURPOSE/OBJECTIVE

Wireless network technologies play an increasingly important role at Utah State University. The purpose of this
policy is to establish the intent, direction and expectations with respect to the deployment (including installation,
operation and maintenance) of wireless technology at Utah State University. USU Information Technology (IT) is
taking on the initiative to provide 100% wireless coverage for the institution.

It is expected that this policy will result in a coordinated, centralized and secure delivery of wireless networking
services that will provide a quality user experience across the University without restricting or constraining the
growth of the University’s network.

POLICY

Information Technology (IT) shall design, deploy, manage and coordinate a secure wireless networking service
for the University. This wireless system will allow faculty, staff, students and sponsored guests at USU ready
access to the internet and USU infrastructure, where authorized, twenty-four hours a day, seven days per week,
except when system maintenance is required.

Wireless access points deployed by others which create radio frequency (RF) interference with this wireless
service or duplicate existing wireless services will be disconnected from the network to avoid security breaches
and other IT operation problems. Separate deployments for research evaluation or training needs should be
coordinated with IT to avoid interference and duplication.

IT shall have the sole charge and responsibility for the wireless networking system including establishing
procedures for use at USU and adopting standards consistent with current industry best practices.

Retrieved from "http://wiki.ss.usu.edu/index.php/Wireless"

» This page was last modified 02:03, 26 September 2007.
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Banner ID Privacy Policy

From NetManWiki

Number 564
Subject: Banner Identification Number

Effective Date: 222,22,2007

PURPOSE/OBJECTIVE

Because Social Security Numbers were used as identifiers in the past, and there was considerable concern about
the privacy of those numbers, some of that concern has transferred to the current Banner ID number. It is the
intention of this policy that Banner ID numbers be treated as public identifiers with appropriate office practices
which recognize their non-confidential status.

POLICY STATEMENT

Banner ID numbers are unique, public identifiers for members of the USU community to be used by the official
system-of-record and for other purposes where it is important to distinguish among similarly named members of
the USU community. Because of their public nature, Banner ID numbers do not constitute proof of identity.

Retrieved from "http://wiki.ss.usu.edu/index.php/Banner ID Privacy Policy"

» This page was last modified 02:03, 26 September 2007.
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