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Executive Summary

The national and economic security of the United States depends on reliable electric grid
infrastructure, but despite growing vulnerability to long-term energy blackouts by cyberattack,
manmade and natural electromagnetic pulse (EMP), and extreme weather driven by climate
change, infrastructure stakeholders lack incentives to coordinate national strategies on key
threats and recovery objectives as well as the implementation of protective measures and
backup energy sources. As the power grid supports every other sector of society, American
security demands (1) improved interstate planning to anticipate and navigate the effects of long-
term, widespread blackouts, (2) incentives for private utility owners and operators to invest in
risk mitigation, and (3) longer-lasting, more resilient backup energy sources and infrastructure to
ensure that critical areas can maintain function even when the larger power grid has failed.
Reducing the catastrophic consequences of large-area, long-duration grid failures is a problem of
imagination and incentives, but not of economic, political, technical, or social feasibility. As such,
this report recommends best practices for strengthening human governance practices as well as
the resilience of physical systems, with an emphasis on Small Modular Nuclear Reactors (SMRs)
as a viable tool.

This report compiles an open-source analysis of cyber, electromagnetic pulse, and
extreme weather threats to the US electrical grid system, followed by available policy avenues to
mitigate the consequences of large grid failures. The focus of this analysis is on threats that are
likely to result in long-duration, large-region energy loss, defined as those that persist longer than
the life of backup energy supplies and cover a region so large that significant outside assistance
is impractical.! Enhancing electric grid resilience will require (1) incentivizing risk mitigation for
high-consequence, low-probability events, (2) encouraging assessments of interdependent
control and communication systems, and (3) improving physical system resilience by investing in
Small Modular Nuclear Reactors—currently the only source of energy which can offer a safe,
carbon-free, reliable, and independent power source able to withstand cyberattack, EMP, and
natural disaster. If taken seriously, these measures will significantly advance system resilience,
ensuring that the electric grid and the society it powers are able to absorb disruption in a way
that minimizes the magnitude of service failure.
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Introduction: Electric Grid Vulnerabilities Risk Major-Scale Blackouts

The electrical grid in the United States comprises all electricity generation, transmission,
distribution, and control systems, but as infrastructure reaches retirement age and energy
demand grows, this grid—which underpins every other sector of American society—is
increasingly vulnerable to long-duration, large-region power loss from cyberattack, EMP, and
climate change. Increasing the nation’s capacity to restore power quickly to military and civilian
sectors after malicious or natural disruption will require public-private interstate alignment on
key threats and recovery objectives, enhanced incentives to “harden” critical components, and
investment in more resilient, diverse redundancy measures including Small Modular Nuclear
Reactors (SMRs).

Cyber Threat Exacerbated by Investment in “Smart” Grid Technology

Although the electric grid supports nearly every other critical US infrastructure and the
potential of a devastating cyberattack on the US power grid represents a high-likelihood and high-
consequence scenario, “smart grid” modernizations hyper-vulnerable to cyberattack continue to
receive the bulk of the Department of Energy’s (DOE) and industry’s attention and investment.
Smart grids stabilize the grid by using digital communications technology like smart meters, smart
appliances, and energy efficient resources to detect and react to local changes in usage. What
was once a three-region grid system serving regional needs with one-way flows of electricity from
individual power plant to consumer is now becoming an interconnected “smart” system with
two-way flows enabling (a) automatic outage detection and service restoration, (b) massive
interstate energy transfers, and (c) flexible use of small-scale energy generation like solar, wind
turbines, biomass generators, and battery storage? (all referred to as Distributed Energy
Resources or DERs).> However, features that make smart grid modernizations attractive,
including cloud or ethernet-based services and intelligent electronics,* also make them
vulnerable by providing more entryways for cyberattack.®

Grid modernization vulnerabilities are most commonly posed by supervisory control and
data acquisition (SCADA) systems and internet portals, allowing attackers to remotely take
control over control centers that ensure reliable service and safety and then feed systems false
data to physically damage components. The latter vulnerability was demonstrated by domestic
white-hat hackers (people who find cyber vulnerabilities in a system before malicious actors can)
having the capacity to destroy full wind farms by directing turbines to spin the wrong direction,
reminiscent of the Stuxnet malware attack on SCADA systems within the Iranian nuclear complex
at Natanz.® Adversaries deploying similar techniques against the US power grid could not only cut
off power to American homes and entities but could also alter and steal information, disrupt
economic activities, and challenge public perceptions of safety and confidence in government.
While no major attacks have yet occurred on the US bulk power system, adversaries continue to
lay the groundwork for future exploitation by carrying out detailed reconnaissance and
establishing remote access or malware,” benefitting from cyber intrusions too small to provoke
major US retaliation. The varied intent and degree of intrusion depends on the actor, though
Russia, China, Iran, and North Korea present the most likely sources of attack.® Terrorists and
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non-state actors have been assumed to present a less likely threat in their capacity to carry out
high-consequence attacks,® but should not be discounted.

Russia has shown itself as more than willing to lay cyberattack foundations years in
advance and target the ethernet-based protocols that are now becoming standardized in US
smart grid technology.'® In 2014 the Russian malware “BlackEnergy” was discovered on Ukrainian
energy sector networks,!* and in both December 2015 and December 2016 Russia used this
malware to cut off power to hundreds of thousands of Ukrainians in the dead of winter. Russia
took control from a remote location, then proceeded to overwrite the substations’ internet
communication protocols, preventing legitimate operators from regaining control and damaging
backup control station batteries.'? Given that Russia has already probed and inserted malware in
the US grid infrastructure as it did in Ukraine,*3 that it was reported in 2018 to have shifted its
focus towards demonstrating an ability to disrupt the US electric utility grid instead of midterm
elections,'* and is preparing its own domestic front for the potential of a massive cyberattack,*
it is likely that Russia might seek to exploit US energy infrastructure vulnerabilities.

China has also used software programs to map the US power grid,*® and often uses blunt
force cyber tools such as network scanners, viruses, and botnets to intrude on US critical
infrastructure SCADA control systems.?” While these intrusions begin with espionage, it is likely
China is also developing capabilities to attack the power grid. For example, Chinese military
personnel charged in 2014 for stealing US economic secrets were also linked to the hacker
pseudonym “UglyGorilla” responsible for cyber intrusions on a northeastern US utility company
going back to 2012.® Though China has historically not favored direct, first-strike attacks on
infrastructure, its cyber sophistication and growing tension with the United States suggest the
potential for a limited attack or first-strike attack on the American electric grid should be
considered a credible threat by grid infrastructure owners and operators.

Iran may be less sophisticated than the former two states in capability, but may have
stronger real intent to attack.!® In one of the largest state-sponsored hacking campaigns ever
prosecuted by the Department of Justice (DOJ), nine Iranian hackers were indicted with hacking
into hundreds of US computer systems, including the Federal Energy Regulatory Commission’s
database and a New York dam.? This is especially worrisome in that Iran believes that it has a
right to retaliate for what is believed to be a US-conducted Stuxnet attack on the SCADA systems
controlling its nuclear infrastructure,?! as well as for the 2018 US withdrawal from the Joint
Comprehensive Plan of Action (JCPOA or Iran nuclear deal). Given Iran’s aspirations to develop
nuclear infrastructure largely for economic benefits and the centrality of the US grid for economic
security, Iran may see attacks on US grid infrastructure as an economic weapon proportional to
that of the STUXNET attack and US JCPOA withdrawal. Given that Iran typically responds
proportionally in a “tit-for-tat” fashion,?? evidenced by Iranian cyberattacks on US banks and a
New York dam after the discovery of STUXNET,?® heightened tensions with Iran over economic
sanctions and nuclear enrichment would likely leave its leaders feeling justified to retaliate by
disrupting US electricity infrastructure. Iran's decision in May 2019 to ease its adherence to the
nuclear deal as the US moves B-52 bombers, anti-missile defense, and a Navy strike group into
the region?* suggest that tensions are likely to heighten in the coming months, making the
hardening of smart grid modernization components to Iranian cyberattack a high-priority task.
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Though smart grid integration with the main grid offers exceptional control, cost-
efficiency, and resilience to common disruptions, catastrophe may be enabled or exacerbated if
smart grid modernizations continue without a central focus on inherent cybersecurity and a clear
picture of the evolving system’s weak spots. The Department of Homeland Security (DHS),
Department of Energy (DOE), and private electric utility officials would find it in their best interest
to ensure grid resiliency with (1) private-public alignment on threats and risk-mitigation, (2)
incentives to design inherently secure smart grid technology, and (3) an expansive knowledge of
vulnerable components and single point of failure (SPOF) units where one piece’s failure can lead
to broader system failure. In doing so, American energy infrastructure may be better able to
absorb cyberattacks without permanent damage, minimize the magnitude of service failure, and
achieve timely power restoration.

Minimum security standards and mandatory information sharing programs would offer a
baseline for aligning the perceptions of disparate industry operators and government agencies
regarding the threat landscape and post-disruption objectives. Though the Department of
Homeland Security’s 2014 NIST Cybersecurity Framework and Voluntary Program could be
helpful in reducing organizations’ cyber risk, a lack of adoption incentives and concerns about
liability have limited its adoption by private infrastructure owners.?* Shifting the framework from
a voluntary program to a set of minimum cybersecurity practices that all owners and operators
of critical energy infrastructure must undertake would enhance the resilience of physical
systems. Further, an ongoing information-sharing program between private and public
stakeholders is needed to ensure private companies have a holistic view of geopolitical
cybersecurity trends and threats. Mandating use of cybersecurity sharing programs like the
Department of Energy’s voluntary CRISP program?® would provide industry with real-time cyber
threat data as well as machine-to-machine threat alerts and mitigation, while alleviating industry
concern about sharing trade secrets or revealing cyber weaknesses.

As the shift towards a smart grid expands avenues of attack for malicious actors,
incentivizing protective cybersecurity incorporation into smart grid modernizations before they
are installed will be critical in ensuring cost-efficient resiliency. The Department of Commerce
gives several industry-approved options to do so, including collaboration with research and
development (R&D) organizations in threat information-sharing programs, exploration of a fast-
tracked patent program for infrastructure R&D that has proven to be cybersecure, and
engagement with cybersecurity insurance companies to provide risk-based pricing for
cybersecurity tools.?’” Further opportunities to incentivize industry cybersecurity include
exploring cybersecurity program participation as a criterion for other critical infrastructure grants
and even considering technical assistance to the private sector in identifying and/or securing
vulnerable components.?®

The grid’s timely recovery from cyberattack will be also be dependent upon a holistic and
expansive knowledge of system interdependencies and redundancy measures. As cyberattacks
continue to evolve and protective measures against every threat may not be financially feasible,
a “50,000-foot view” document identifying every technical component and its purpose, as well
as single point of failure components?® would do well to increase timely recovery. A mandatory
document of this sort for every private electric utility would provide anyone in an emergency
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with immediate visuals of the system’s weak spots to quickly gauge where the problem is coming
from and how to fix it.

EMPs Could Cripple Military and Civilian Power for Months

Widespread power outages due to electromagnetic pulse (EMP) and geomagnetic
disturbance (GMD) events would result in paralysis of American civilization within seconds,
disrupting all technology, access to electricity, water pumps, communication, financial services,
transportation, and American offensive and defensive capabilities for months, perhaps years.3°
Although people would not feel the kinetic effects of an EMP from high-altitude nuclear
detonation or a GMD caused by a solar flare, the event would likely cause long-term, widespread
power outage by permanently debilitating nearly every technological device within the affected
vicinity, making the hazard posed by EMP and GMD to the power grid one of the most
significant.3! However, because EMPs and GMDs represent an extremely high-consequence but
low-probability event, and because the timing, magnitude, and specific impacts of such an event
are difficult to predict,>> DOE, DHS, and industry have neglected resilience measures against
EMPs.33 Requiring thorough EMP recovery plans and incentivizing investment in EMP-resistant
backup energy resources could be the difference between continued societal functioning and a
prolonged national tragedy in case of an EMP event.

The Carrington Event of 1859 is the most significant example of a GMD, where an
unpredicted solar flare with the energy of 10 billion atomic bombs struck earth, lighting the sky
and resulting in technological chaos from America to Europe, with telegraph wires spontaneously
bursting into flame and unplugged transmitters continuing to receive input.3* In Quebec in 1989,
a similar GMD occurred at only one-third the strength of the Carrington Event, but cut off power
to more than 6 million people in under two minutes,* a population similar to that of Tennessee
or Arizona.3® While the probability of an extreme solar storm occurring is relatively low at any
given time, it is almost inevitable that one will occur eventually.?” Historical auroral records
suggest a return period of 50 years for Quebec-level storms and 150 years for very extreme
storms such as the Carrington Event that occurred nearly 160 years ago.3®

The national vulnerability to a malicious, man-made EMP is nearly as unpredictable, as
there is always a potential for non-state actors and rogue states to gain access to nuclear
weapons and ballistic missiles, as well as for states like China and Russia to develop targeted EMP
systems like that of the US Air Force CHAMP system (discussed below). Though no actors to date
have used an EMP for offensive purposes, the US has demonstrated the technology’s ability to
take out electricity for large regions as well as single buildings. America first demonstrated the
large region effect when it detonated the nuclear weapon “Starfish Prime” above the Pacific
Ocean during the Cold War.3° Though the Starfish Prime test in 1962 was relatively inefficient at
producing the EMP effect, it still “fried” nearly all electronic components over 900 miles away
from the nuclear explosion,*® a range that would cover nearly all of the continental US.** The US
Air Force and Boeing also recently demonstrated a more targeted effect with CHAMP (Counter-
electronics High-powered Microwave Advanced Missile Project), a missile system able to plunge
single buildings into darkness by pinpointing the electric grid.*? It is likely that near-peer
competitors like China and Russia are developing this technology as well and may find it an
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especially appealing weapon for its limited strike zone. If such an event were to occur against the
US, most if not all the electric grid’s components would be destroyed, and reconstruction would
be slow and expensive. The estimated economic disruption of a moderate EMP or GMD is
equivalent to more than 20 Katrina-class hurricanes, costing $1 trillion to $2 trillion in the first
year and taking more than a decade to recover.*® Transformers alone—just one component
needed for energy distribution—would disrupt parts or all of the grid for 6 months to 2 years
because the thousands of transformers on American soil are custom built, imported 85% of the
time, cost $2 to $7.5 million apiece, and take 18 to 24 months to manufacture.*

Because the threat posed by EMP and GMD is unpredictable, low-probability, and
extremely high-consequence, electric utility operators have been unwilling to sufficiently provide
for infrastructure resilience. Aligning private industry and government knowledge of the threat
and the specific impacts that different EMP waves would have on critical infrastructure will be
essential to ensuring that operators know how to move forward in restoring service even when
broader technological communications have been disrupted. Though it may not be financially
feasible for the federal government to incentivize industry investment in comprehensive
mitigation measures, ensuring that grid components in critical areas (military bases, public
gathering centers, emergency services, etc.) are EMP resistant would be well worth the relatively
miniscule protection costs when compared to the costs of massive life loss and societal panic.

Extreme Weather Event Recovery Dependent Upon Availability of Backup Energy

The rise in frequency and intensity of extreme weather events driven by climate change
combined with the current inability of federal and state agencies to restore electricity to affected
communities for months on end also demands consideration of more diverse backup energy
resources to restore power, safety, and security in the wake of such events. Natural disasters
have been responsible for the most widespread and long-term power outages in US history.
Further, the number of outages is expected to double every five years because aging
infrastructure is unable to cope with more frequent extreme weather and natural disasters.*

For example, when Hurricane Maria hit Puerto Rico in 2017, 1.4 million people were left
without power for nearly a year because diverse backup generation and transmission systems
were not available. In the 2012 Derecho Blackout, a series of thunderstorms, hurricane-force
winds, tornadoes, and flash floods resulted in 4.2 million people across 11 states and the District
of Columbia losing power for 7-10 days. In the same year, Hurricane Sandy hit New York and New
Jersey, depriving millions of power for nearly 2 weeks.*®

The unpredictability of such events means that simply strengthening existing physical
components will not be enough to recover and restore power. Though stockpiling replacements
and diverse backups is a pricey proposition for industry members who may see the threat as
generally remote, investing in prevention and recovery measures now is likely much cheaper than
paying the costs of reputational damage and emergency power restoration. Further, these
backups have added value in that they may be sold or transferred to other regions that have been
disrupted. Having diverse backup generation, transmission, and distribution devices already
manufactured, stored, and readily deployable would be invaluable in restoring power to critical,
remote, and highly impacted areas.
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Resilient Human Governance: Lack of Incentives, Imagination to Blame for Grid Vulnerability

Resilience of the bulk power system is dependent upon how prepared its human
operators are, necessitating (1) alignment of private-public objectives and methods for power
restoration, (2) enhanced incentives for industry to invest in resilience measures, and (3) more
diverse redundancy measures and backup components. When the market fails to provide users
with the information and incentives necessary to prevent the enormous synergistic
consequences of grid failure, policy interventions such as these may be necessary.*’

Existing incentive systems have emphasized common short-term outages but have failed
to address high-consequence/low-probability outages, to the detriment of US energy security.*®
Incentives can take several forms, but the most efficacious may be tax incentives and cost-
matching with industry to ensure grid modernization efforts are built with security in mind. For
example, new components (including distributed SCADA modules, mobile communicators, and
embedded control computers) can be EMP-hardened for only 1-3% of the cost of non-hardened
items if done at the time of design and manufacturing,*® whereas retrofitting existing
components is drastically more expensive and may only be done for critical system units.>°
Providing financial incentives for demonstrating system resilience may lead to implementation
of components inherently able to withstand disruption while nudging industry to address specific
system vulnerabilities.>!

Second, bulk electric system operators should assess the cyber and physical inter-
dependencies of their systems in order to address where one component failure could cause
broader disruptions. In mapping out critical intersections and windows for cascading failures,
officials may be able to install adaptive capabilities like automatic disruption identification and
rerouting. In this way, the decentralized and interconnected nature of the electric grid could be
advantageous in that multiple points for cyberattack or component failure may also enable
multiple points for regaining system control or rerouting energy through other areas.

Resilience Physical Systems: Backup Power Sources Still Vulnerable with Exception of Small
Modular Nuclear Reactors

Encouraging the public to develop “homegrown” energy from solar, wind, and diesel
generators without a connection to the main grid will remain a valuable source of resiliency, but
may provide a false sense of security if such local resources (referred to as distributed energy
resources or DERs) are not secure themselves. DERs including solar, wind, combined heat and
power, and diesel generators are either unable to provide energy in a longer-term outage or are
just as vulnerable to disruption as the main grid. Because of this, serious consideration of Small
Modular Nuclear Reactors (SMRs) is merited as a powerful and reliable alternative for building
resilience into the US power grid.

While great strides in battery storage have been made, the intermittent nature of solar
and wind mean they are still unable to provide the consistent baseload power needed to sustain
a community for more than a couple days.>? Further, the backup power of choice for commercial
and private use is emergency diesel generators, which remain vulnerable to cyberattack,>® EMP
and GMD,>* and supply chain disruptions. Generators run out of gas, and gas stations may be
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unable to pump fuel or simply run dry, as occurred during Hurricane Sandy.>® The federal
government maintains a small stockpile of portable generators and fuel, as well as contracts for
additional procurements that can be deployed during a major outage, but the quantity available
in the event of a large outage is inadequate®® and the resource’s inherent vulnerabilities remain.

Small Modular Nuclear Reactors, like those that power Navy submarines, present a safe,
carbon-free, reliable power source able to withstand cyberattack, EMP, and natural disaster like
no other resource presently can. A single control room without software operating systems
makes SMRs resistant to cyberattack; a faraday cage using metal rods and cement to redistribute
electrons makes them EMP/GMD secure; and the design and potential for underground or
mobile siting can make them impervious to extreme weather, including Category 1 earthquakes,
hurricanes, tsunamis, tornados, fires, and floods. If the main grid and transport infrastructure are
disrupted, these generators can support critical facilities for 12 years without a connection to the
main grid, without external help to start or shut down, and without refueling.>’

An analogy used to describe each reactor’s size and role is that old nuclear plants are like
neighborhoods, while newer SMRs are like mobile homes transported on a semi-truck and left in
place, and Micro-Modular Nuclear Reactors (MMRs) have the size and mobility of an RV.>& Small
and Micro-Modular Reactors therefore present a dynamic solution to ensuring energy grid
resilience. They are more flexible than other resources in that they are mobile, can swiftly ramp
up or down power, and can be grouped together to support different regional needs, with a single
module powering a community of over 40,000.°° Additionally, these generators can be operated
by as few as 6 people,® take up less than 1/10%™" of a mile®® (wind takes 200x as much),®? can
provide heat for water desalination and industrial applications, can be integrated with other
DERs, and can be mass produced in factories to make them only slightly more expensive than
natural gas and hydroelectricity and cost competitive with fossil fuels and renewables.®3

As the only energy that provides both 24/7 baseload power like coal and natural gas, and
low-carbon energy like solar and wind, while still being resilient to cyber, EMP, and natural
disaster, SMRs and MMRs could represent a bipartisan win in ensuring national energy resiliency.
Though public opinion polls report that around 50% of Americans support expanding nuclear
energy, the divisions in support are not significantly dependent on ideology, gender, or age.
Rather, a lack of awareness about modern nuclear technology safety, environmental impacts,
and resilience are more likely to account for skepticism where it exists. Decades of public opinion
research shows that familiarity with a local nuclear facility, its workers, and economic benefits
positively enhances nuclear energy attitudes® and reduces risk perceptions.®® Concerns about
energy insecurity and climate change have weaker relationships,®® suggesting familiarity and
trust have greatest impact on attitudes. Because trust plays such a large role in determining
nuclear support, and because opinion polls show that 79% of Americans trust the military and
scientists to act in the public’s interest (far more than elected officials, media, or business
leaders),®” support for modular nuclear reactor pilot programs for military use may enhance
civilian support by demonstrating the technology's safety and efficacy while broadening public
awareness, familiarity, and comfort with nuclear energy. The support of local environmental
groups vouching that the technology is not harmful to local resources or populations would also
help alleviate the “not in my backyard” phenomenon associated with the technology.%®
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Though Small and Micro-Modular Nuclear Reactors have significant upfront costs and are
still working through advanced development stages—successful demonstration of the
technology’s resilience at the Idaho National Laboratory will not be completed until 20265°—this
technology has the potential to dramatically enhance US energy resilience if deployed for use in
critical sectors, such as military bases, emergency services and hospitals, and major community
centers.

Conclusion

A crisis in the immediate aftermath of a cyberattack, electromagnetic pulse, or extreme
weather event is not the time to start planning for systematic recovery of critical infrastructure.
As such, the energy industry, Department of Energy, and Department of Homeland Security have
a responsibility to ensure plans, resources, and implementation structures are promptly put in
place to enhance grid resiliency.’® Incentivizing (1) alignment of stakeholder threat perceptions,
infrastructure weaknesses, and recovery objectives, (2) protective measures for physical
components, and (3) more diverse redundancy and backup measures will enable a more resilient
grid infrastructure and thus a more resilient society. As such, immediate attention to US grid
resilience may be one of America’s strongest tools in recovering from cyberattack, EMP, and
climate change-driven extreme weather, saving billions of dollars and countless American lives.
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