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Executive Summary 
 

In its report on Russian active measures campaigns to interfere with the 2016 United 
States election, the US Senate Select Committee on Intelligence found that the Russian 
government conducted a comprehensive disinformation campaign against US election 
infrastructure that started in at least 2014 and carried through to 2017.1 Ensuing reports conclude 
that Russian active measures, or political warfare designed to influence foreign affairs without 
reaching the threshold of a hot war, continue to permeate American political discourse.2 Russia’s 
intent is to influence the outcome of upcoming elections by leveraging, enhancing, and fabricating 
differences in American society. This poses a serious national security threat.3  

While Russian influence in the 2016 US presidential campaign gained wide attention, 
Russia has a long history of disinformation campaigns targeting US elections, beginning in at least 
1919. Over the next century, Russia honed its disinformation tactics, culminating in the 
manipulation of voters through the use of new media as a way to use America’s “civilization, 
identity, and will by generating complexity, confusion, and political and social schisms.”4 Russia’s 
contemporary disinformation efforts to affect internal political debate reaches beyond US borders 
and strikes within US allies’ and other nations’ boundaries. US NATO partners and nations 
throughout Africa have been the target of Russian interference through social media and Russian 
state-sponsored news organizations to create confusion and propagate tumult. Moreover, it 
appears that the Kremlin is using these states as a proving ground for continued weaponized 
narrative attacks on America in the run-up to the 2020 US presidential election.5 

Russia has found manipulatable, target-rich audiences in the US and other countries where 
it seeks to interfere in internal politics with its use of memes and state-driven narratives.6 Unlike 
disinformation tradecraft devices in the past, social media platforms enable Russia to covertly 
deliver its spurious messages instantly to an audience of millions, gauge reaction, and then modify 
tactics.7 Furthermore, Russia’s marks are growing. The number of social media users worldwide 
rose from 970 million in 2010 to an estimated 2.09 billion in 2021.8  

The solution to defeating Russian active measures rests with an integrated and holistic 
approach that incorporates efforts from across the US national security enterprise. Among these 
actors, the US Intelligence Community (IC) can take a key role in providing information and 
analysis for policymakers to better understand the Russian entities involved with disinformation 
operations, their modus operandi, and their fundamental motives in order to equip the US to 
effectively counter the threat of Russian active measures.   
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Introduction: Russia’s Information Battlefield Leverages Integrated Asymmetric Warfare  

 The Russian approach to information warfare is layered with various organizations 
deploying tactics for a singular objective: the pursuit of power.9 In 2016, the St. Petersburg-based 
Internet Research Agency (IRA) sought to interfere with the US presidential election by amplifying 
preexisting rifts within American society to sow discord.10 For Russia, information operations are 
a necessary extension of nearly every significant national effort, both within the federation and 
beyond its borders.11 It deploys disinformation campaigns in both peacetime and during war and 
views the use of active measures as a good and natural extension of foreign affairs.12 In a study 
on hostile social manipulation, the Rand Corporation writes that Russian doctrine has formalized 
the importance of information influence operations: 

In peacetime, information operations must be maintained to achieve objectives 
set by the country’s political leaders in an effort to enhance the effectiveness 
of political, diplomatic, economic, judiciary, and military measures to maintain 
the security of the Russian Federation.13 

In post-Soviet Russia, US political strategy has been a factor in Russian approaches to 
social manipulation. Since the early 1990s, American public relations experts have worked in 
Russia, sharing their expertise on the nuances of social manipulation.14 In 1996, public relations 
and political consulting experts were surreptitiously recruited to help the successful 1996 
reelection campaign of former Russian president Boris Yeltsin.15 The influence of American public 
relations experts during the 1996 Yeltsin campaign, a standard campaign strategy in the US, was 
likely viewed by Russians as an interference of a Russian election by the US.16 

For at least the past two decades, Russians have considered information warfare against 
their state as a real threat to Russian national security.17 Russia views competing states, such as 
the US, as attempting to control the global information space and squeeze Russia from the 
international information market.18 In response, Russia developed a concept to address the 
confrontation between states in the information space with the purpose of inflicting severe 
damage to information systems, operations and resources, and necessary infrastructure; 
subverting social systems and the economy; and “creat[ing] substantial psychological 
manipulation of the population to destabilize the state and society.”19 

In 2013, Russia’s Chief of General Staff, General Valery Gerasimov, wrote a now often-
referenced article in which he declared, “In the 21st century we have seen tendency toward 
blurring the lines between the states of war and peace. Wars are no longer declared and, having 
begun, proceed according to an unfamiliar template.”20 In what is popularly known now as the 
Gerasimov Doctrine, he went on to argue, “The very rules of war have changed. The role of 
nonmilitary means of achieving political and strategic goals has grown, and, in many cases, they 
have exceeded the power of force of weapons in their effectiveness.”21  

The architecture of Russian information, and disinformation, campaigns is cohesive with 
strategic messaging coming from the Kremlin, and dispersing to key organizations for deployment 
that include Roskomnadzor, state-sponsored media, troll farms, and Russia’s intelligence 
services.22 According to the Russian Federation, Roskomnadzor is the federal executive 
organization responsible for managing the media, including the electronic media, and mass 
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communications, information technology, and telecommunications.23 It has created the most far-
reaching and powerful social media monitoring system in the world.24 Thus, Russia has a capable 
defense against the very type of influence campaigns it uses against other nations. 

Large, state-sponsored media outlets such as Sputnik News and RT (formally known as 
Russia Today) have long histories of articulating narratives from the Kremlin. In a 2014 diplomatic 
post on the US State Department’s Dipnote blog site, former Under Secretary of State for Public 
Diplomacy and Public Affairs and managing editor of Time magazine Richard Stengel accused RT 
of lodging a disinformation campaign by airing propaganda posing as news.25 Furthermore, the 
US Intelligence Community reported with high confidence that RT and Sputnik contributed to the 
influence campaign of the 2016 US elections by “serving as a platform for Kremlin messaging to 
Russian and international audiences.”26 

Russian entities such as the state-sponsored Internet Research Agency employed a 
sophisticated campaign using social media platforms to sow dissonance and disconnection with 
reality in American political dialogue to create instability.27 In an indictment against the IRA and 
its agents, the US Department of Justice alleges that the IRA had a strategic goal to propagate 
friction in the US political system, including the 2016 US presidential election; posted derogatory 
information about some candidates on social media; purchased political advertisements on social 
media in the names of US citizens and entities; and staged political rallies inside the US while 
posing as US grassroots entities and citizens.28 

Three of Russia’s intelligence services have roles in deploying active measure 
disinformation campaigns. Russia’s Main Intelligence Directorate, commonly known as the GRU, 
and the Foreign Intelligence Service, or SVR, have primary roles in disinformation, while Russia’s 
Federal Security Service—the FSB—has a subsidiary role in the use of active measures.29 Two 
organizations working together within the GRU, Military Unit 74455, and Military Unit 26165—
together known as Fancy Bear, have used social media accounts and other mechanisms to release 
information stolen by various hacking activities as part of the influence campaign during the 2016 
US presidential election, and in other areas.30, 31 Another Russian intelligence group, known as 
Cozy Bear, who hacked the Democratic National Committee in 2016, is thought by Dutch 
intelligence officials to be part of the SVR.32 Recent reports suggest that Cozy Bear is currently 
active and targeting the US and some of its allied countries.33 

 
Only Delivery Methods Have Changed in Russia’s Long-Running Election Influence Campaigns  
 

Although the 2016 US election has brought to the forefront foreign interference in 
elections, it is important to reiterate that Russia has a protracted history of meddling in political 
processes of countries it views as adversarial.34 In 1919, Moscow founded Communist 
International (Comintern) and urged members of the American Communist Party to pursue 
revolutionary regime change in the United States.35, 36 They were, ultimately, unsuccessful. 

During the 1960 Presidential elections, Soviet leader Nikita Khrushchev preferred 
Democratic nominee John F. Kennedy over Republican nominee Richard Nixon.37 In what has 
been called The Kitchen Debate, Khrushchev and Nixon attended the 1959 opening of the 
American exhibition at Sokolniki Park in Moscow. While standing inside a model American 
kitchen, the two leaders publicly argued the merits of capitalism versus communism. During the 
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heated debate, Khrushchev told Nixon, "You do not know anything about communism—except 
fear of it.”38 He later said that if Nixon became President, he did not believe Nixon would 
contribute to an improvement of US-USSR relations.39 Another telling example of Khrushchev’s 
preference of Kennedy over Nixon occurred during negotiations between the US and USSR on 
the exchange of prisoners. The Soviet Union had imprisoned two US Air Force officers for 
espionage, but in order to avoid allowing Nixon (who was the incumbent US Vice-President) to 
take credit and highlight his ability to work with the Soviets, the Kremlin held on to the pilots 
until several days after Kennedy’s inauguration. Khrushchev later said Kennedy acknowledged 
the Soviet help: "You are right. I admit you played a role in the election and cast your vote for 
me.” In his memoir, Khrushchev admitted that Russians had “cast a vote” for Kennedy and said, 

As it turned out, we'd done the right thing. Kennedy won the election by a 
majority of only 200,000 or so votes, a negligible margin if you consider the 
huge population of the United States. The slightest nudge either way would 
have been decisive.40 

US President Ronald Reagan was the target of Soviet disinformation campaigns from at 
least 1976.41 During the Republican primaries leading up to the Presidential election of 1976, 
secret Soviet unit Service A, the active measures branch of the First Chief Directorate of the KGB 
(the USSR’s primary intelligence agency), was ordered to investigate compromising material, 
including reports that Reagan had health issues as a result of his father’s alcoholism.42 Service A 
found evidence of Reagan’s alleged “weak intellectual capabilities,” and successfully planted anti-
Reagan stories with Danish, French, and Indian news outlets.43 In 1984, the USSR saw as its 
primary objective to stall American advances throughout the world and declared that the KGB 
must work to “expose” American vulnerabilities.44 Exposure was a colloquial term the KGB used 
that meant the use of disinformation fabricated by Service A.45  

During the 1984 presidential contest between Reagan and Walter Mondale, the KGB 
ordered its officers to infiltrate the campaigns of both candidates.46 Moreover, during Reagan’s 
1984 campaign, the KGB announced five areas of Reagan’s foreign policy on which it would focus 
its disinformation: Reagan’s perceived militarist adventurism; his perceived responsibility for 
advancing the pace of the arms race, his supposed support of repressive governments around 
the globe, his disdain for national liberalism movements, and his lack of support for NATO.47 
During the 1984 elections, Service A was responsible for the popularity of the anti-Reagan slogan, 
“Reagan Means War,” attempting to discredit Reagan as a warmonger.48 

In the 21st century, the well-documented interference by the Russian Federation in the 
2016 US presidential election highlights the employment of new technologies and media in its 
long-running use of disinformation for active measures.49 As noted previously, as early as 2014 
Russia’s state-sponsored troll farm, the IRA, began operations to use social media to influence 
the 2016 elections.50 The IRA created numerous social media accounts and purchased 
advertisements to effect its goal of creating discord among the US electorate. It posted on three 
popular social media platforms; Twitter, Facebook, and Instagram.51 Amid a federal investigation 
into the IRA, it appears that Russia was brazenly mocking the US electoral system.52 In 2016, 
Russian agents who posed as social media administrators and social justice activists recruited US 
citizens to hold signs in front of the White House that read “Happy 55th Birthday Dear Boss,” in 
reference to IRA founder and owner Yevgeny Prigozhin.53  
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Weaponizing Narrative Beyond the US: Russian Election Interference in Europe and Africa 
 

The use of new media by Russia to subvert democracy goes beyond the borders of the 
US.54 In the months leading up to the 2019 elections for the European Parliament, numerous 
websites and social media accounts tied to Russia were spreading deceptive information 
intending to deepen distrust in the mainstream parties that have governed for decades.55 The 
European Commission High Representative of the Union for Foreign Affairs and Security Policy 
reports that Russian disinformation agents have been active in a campaign using Facebook, 
Twitter, and YouTube to erode the credibility of the European Union. 56 The report delineated 
steps that must be taken to address disinformation ahead of its elections by improving the 
capabilities of institutions to detect, analyze, and expose disinformation, strengthen coordinated 
and joint responses to disinformation, and several other measures.57 

Kremlin-backed social media trolls sought to utilize a similar strategy that they employed 
during the 2016 US Presidential election in the lead-up to the 2017 French presidential election.58 
Russian agents orchestrated a disinformation campaign against French presidential candidate 
Emmanuel Macron,59 and Macron accused Russian news outlets RT and Sputnik of being "organs 
of influence and propaganda, of lying propaganda," against him during the 2017 presidential 
election.60 Russia also deployed disinformation operations in Germany before its 2017 elections. 
In the most infamous case, Russian state television ran stories about the rape of a thirteen-year-
old German girl by three Muslim men in Berlin.61 The story was later debunked, but not before it 
was widely promulgated on YouTube and other media platforms, causing outrage across German 
society. 

The Russian government has sought to infiltrate the rise of populist sentiments and  
economic frustrations in the UK, manipulating the UK’s democratic institutions of free speech by 
introducing fake or misleading news.62 During the 2016 debates on Brexit, Moscow’s English-
language television stations RT and Sputnik produced overwhelmingly one-sided coverage of the 
pro-Brexit campaign and sought to marginalize the “Remain” campaign.63 More recently, a 
Russia-style disinformation campaign deployed in the UK during the general election in 
December 2019 has been extensively reported.64  

Ahead of the 2020 US presidential election, Russia is accused of testing new 
disinformation tactics in Africa.65 In October 2019, Facebook announced that it had removed 
three networks of accounts from its platform and Instagram that originated in Russia and 
targeted Madagascar, the Central African Republic, Mozambique, the Democratic Republic of the 
Congo, Côte d’Ivoire, Cameroon, Sudan, and Libya.66 Stanford University’s Internet Observatory 
said the tactics in Africa were launched by the IRA’s Prigozhin.67 The Internet Observatory also 
claimed that it has identified the Facebook operation as being tied to the Wagner Group, a 
Russian private military contractor that has waged secret wars on behalf of the Kremlin in Syria, 
the Central African Republic, and other areas.68, 69 Likely not coincidently, the Wagner Group is 
owned by Prigozhin.70  
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Tools of the Craft: The Weaponization of Social Media in the 21st Century  
 

Memes, the common internet-traded media currency in today’s social, cultural, and 
political discourse, have become ubiquitous on social media platforms to convey feelings in 
interpersonal settings and to publicly protest against various governmental actions.71 
Evolutionary biologist Richard Dawkins coined the term meme in his 1976 book The Selfish Gene 
to describe cultural units of information that could transfer from one person to another.72 
Recognizing the possibility of meme weaponization, US Marine Corps Major Michael Prosser 
proposed a Meme Warfare Center that included two elements: an Internal Meme Center to 
“advise the Joint Force Commander on the composition and posture of friendly forces, to include 
coalition and interagency partners,” and an External Meme Center to advise commanders on 
enemy combat forces, noncombatant indigenous personnel, and the strategic audience.73 
Although memes were still in their infancy when Prosser authored his thesis, the elements of 
those early internet memes were coalescing to form the popular memes of today. 

Social media platforms are the delivery system of deceptive and acerbic memes meant to 
accomplish subversive political goals. The weaponization of social media, including memes, is 
intended to plant doubt and create confusion about a wide range of social and political topics. It 
is a potent tool to realize Gerasimov’s vision in asymmetric warfare—the application of 
informational measures, applied in coordination with the protest potential of the population.74 
This theme has developed into consistently dynamic and powerful applications of social media. 
The capacity to cloud objectivity and facilitate the exploitation of preexisting biases within 
societies via social media has become a signature of Russian dezinformatsiya.75 

In October 2019, Facebook said it had culled 56 Facebook accounts, 73 pages, 11 groups, 
and 5 Instagram accounts from the Russian disinformation campaign in Africa discussed above 
that had a combined following of 1.2 million people and advertising expenditures of about USD 
$87,000.76 The posts were intended to discredit political positions or candidates, while others 
criticized French and American policies [see Appendix Figures 1 and 2].77 

In a November 2017 hearing of the US House of Representatives Permanent Select 
Committee on Intelligence (HPSCI) regarding Russian interference in the 2016 election, some 
advertisements on Facebook originating from the IRA were exhibited and a representative 
sampling of activity from the IRA made available [see Appendix Figure 3]. During the HPSCI 
investigation and subsequent hearing, members of the committee noted the extent of activity by 
the IRA, and the scope of influence they achieved through Facebook.78 The investigation report 
disclosed: 

• 3,393 advertisements purchased; 

• More than 11.4 million American users exposed to those advertisements;  

• 470 IRA-created Facebook pages;  

• 80,000 pieces of organic content created by those pages; and 

• Exposure of organic content to more than 126 million Americans.79 
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During the committee’s inquiry, approximately 3,000 IRA-produced Twitter accounts 
were presented where humans were coordinating 131,000 tweets.80 These accounts were 
carefully created to mimic US news organizations, political parties, and social justice groups.81 
Furthermore, the committee identified 1.3 million tweets by Russian bots that were viewed 288 
million times.82 During the hearing, committee members also revealed a selection of sponsored 
content from Russian news outlet RT.83 In 2017, the IC assessed that RT is one of Russia’s primary 
state-run propaganda machines.84 

The use of new technologies to disarm debate in the political domain poses an increased 
opportunity for disinformation agents. 85 Of particular concern is the application of “deepfakes” 
to discredit opponents, or otherwise deceive citizens through these AI-enabled fake videos.86 
While there currently is no evidence of the use of deepfakes to influence past elections within 
the US, there is a concern that they will be deployed for the 2020 presidential election.87 The 
technology has already been used in attempts to influence political discourse in some states. On 
December 31, 2018, the president of the small African country Gabon, Ali Bongo Ondimba, 
appeared in a deepfake video addressing his citizens via social media.88 Before the video, the last 
public appearance by Bongo was in October 2018. There had been widespread speculation that 
Bongo was deceased or incapacitated following a stroke.89 While the fake video was meant to 
dispel rumors of Bongo’s incapacitation, it served to fuel rumors that ultimately led to a failed 
military coup.90 In June 2019, Malaysian Minister of Economic Affairs Mohamed Azmin bin Ali 
was implicated in a sex scandal involving political aide Muhammad Haziq Abdul Aziz following the 
release of a video reportedly showing the two men in an intimate act.91 It was concluded that the 
video was a deepfake created by Azmin’s political rivals.92 
 
The Next Battlespace: Engaging Russian Interference in the 2020 US Presidential Election 
 

An NBC News analysis of the Russian propaganda news website RT suggested that in 2019 
it was promoting the presidential aspirations of Democratic congresswoman Tulsi Gabbard.93 In 
a more comprehensive study, the Foreign Policy Research Institute analyzed 1,711 RT and Sputnik 
News articles from January 1 to November 10, 2019, and found that Gabbard is the overwhelming 
favorite of Kremlin news outlets.94 Of the news articles analyzed by the Foreign Policy Research 
Institute aired by RT and Sputnik News, 45 percent of Gabbard’s coverage were categorized as 
favorable, and 10 percent unfavorable.95 In contrast, presidential candidates Joe Biden, Bernie 
Sanders, and Elizabeth Warren received favorable mentions significantly fewer times—three 
percent for Biden, 11 percent for Warren, and 19 percent for Sanders.96 

Russia’s early entrance to influence the 2020 election with active measures to create 
dissonance within the civic processes may have had an impact in the early stages of the race. In 
a podcast interview, former presidential candidate Hillary Clinton inferred that Gabbard was a 
Russian asset, an accusation Clinton also leveled on former presidential candidate Jill Stein.97 
Both Gabbard and Stein replied to Clinton’s allegations, exacerbating the discord within the 
Democratic Party. Gabbard called Clinton a warmonger who embodied corruption, and who 
personified “the rot that has sickened the Democratic Party for so long.”98 Stein denied being a 
Russian spy, calling Clinton's assertion an “unhinged conspiracy theory.”99 
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Social media platforms are attempting to keep ahead of foreign disinformation campaigns 
in the 2020 election. Facebook announced in November 2019 that it had already removed 50 
Instagram accounts and one account on Facebook that had about 246,000 followers and that 
originated in Russia.100 A sample of memes from fictitious accounts reveals that the Russian 
disinformation campaigns in the 2020 election cycle follow a similar pattern to the 2016 
campaign. Notably, they use existing bias, such as race relations, within the US electorate to 
provoke resentment and acrimony [see Appendix Figure 4].101 

Twitter chief executive officer Jack Dorsey announced in October 2019 that the social 
media giant would ban political ads starting on November 22, 2019, in an attempt to address 
foreign disinformation in political discourse.102 It is questionable, however, if the ad ban will be 
useful in curbing disinformation. The IRA, or an affiliated organization, has already laid down the 
groundwork for their 2020 influence operations by introducing trojan horse accounts.103 The idea 
is to lure followers by posting uplifting content, then methodically injecting controversial political 
content in their feeds. For example, @IamTyraJackson began posting tweets about a famous 
National Football League athlete who provided philanthropy in his community by building houses 
for single mothers. After acquiring many followers, @IamTyraJackson interspersed harmless 
content with controversial political tweets.104 
 
Integrated National Security Community Plan Essential to Combat Russian Interference   
 

The legacy of Russian interference in the US and foreign politics through the use of active 
measures is lengthy and can be injurious to the pillars of democracy. With the growth of social 
media and technology in the twenty-first century, the rewards for Russia to disrupt the social 
fabric of America are great, as are the risks for democracy. Free and fair elections—a core tenet 
of democracy—must be protected from those who seek to sabotage them through malicious 
interference. A forensic understanding of how and why Russian-produced memes and narratives 
infiltrate American news feeds to undermine democracy is an important step for Americans to 
discern what is real, and what is the true source of the information. Despite indictments from the 
US Department of Justice and other public disclosures released by European governments, Russia 
has continued to sustain information operations targeting government, defense, and military 
sectors in Europe and Eurasia, as well as organizations affiliated with NATO.105 A consolidated 
national strategy used by the US security enterprise, policymakers, academia, and industry to 
counter active measure campaigns is imperative. 

The problem set has been identified. A key element to securing our democracy in the face 
of an aggressive, and arguably successful, disinformation campaign is to understand better the 
organizations, methods, motivations, and people who are engaging in the “like war” against 
America. This will require the collection, analysis, and evaluation of intelligence to provide 
decisionmakers with the best information available to make sound policy. The key players within 
the US Intelligence Community and broader national security framework are positioned to take 
the lead on these fronts.  

The Central Intelligence Agency should focus resources on the gathering of human 
intelligence to better understand the motivations and tactics of internet trolls within 
organizations such as the IRA. Methods would include the deployment of CIA’s Directorate of 
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Operations to recruit and manage assets, and focusing the Directorate of Science and Technology 
(DS&T) and the Directorate of Digital Innovation (DDI) toward monitoring the deployment of 
active measures in cyberspace. The Directorate of Analysis (DA) will take charge in the 
assessment of intelligence collected from those assets. To better understand the threatscape, 
the National Security Agency (NSA) should leverage its expertise in signals intelligence to 
delineate who the key Russian actors are, where they are located, and what tools and systems 
are being used to disseminate information. Additionally, the NSA should identify overseas cyber 
espionage operations against US organizations that hold information that can be used to 
effectuate disinformation campaigns—as was the case in the 2016 theft of emails from the 
Democratic National Committee by Cozy Bear, and subsequent publishing of those emails by 
Fancy Bear.106 The NSA should also look for technical vulnerabilities of our adversaries that would 
aid in preventing disinformation attacks before they are deployed, and develop recourses to 
identify and mitigate deepfakes and other emerging technologies used to propagate 
disinformation. 

Counterintelligence against foreign agents within the US homeland is key to dissuading 
would-be disinformation brokers from intefereing with US elections. Russian agents Aleksandra 
Krylova and Anna Bogacheva, working for the IRA, traveled to the US in June 2014 to collect 
intelligence. Had the US State Department obtained information about their employment and 
their employer before receiving visas, they would have been flagged from entering the US. As it 
was, Krylova and Bogacheva were able to meticulously plan their intelligence collection itinerary, 
purchase collection equipment, and discuss security measures without much fear of being 
caught.107 Maria Butina, who pleaded guilty to being a Russian spy, was a prolific social media 
influencer who used the cover of a university student while working as a foreign agent.108 The 
Federal Bureau of Investigation (FBI) should allocate more counterintelligence resources specific 
to the identification and capture of Russian agents-of-influence who fit the profile for a new 
generation, and a new type, of spy. 

The US should send an unmistakable message to Russia and other cyberespionage 
disinformation operatives that the US intelligence apparatus know who they are and will use 
offensive measures to protect democracy. US Cyber Command (CYBERCOM) should seek and 
propose areas of offense where it can replicate the success of its operations against the IRA 
during the 2018 US midterm elections. During that operation, CYBERCOM effectively took the 
IRA offline,109 employing direct messaging, texts, emails, and pop-ups to get the attention of the 
would-be saboteurs.110 

While the measures outlined above will serve to elevate the defense of America’s and our 
allies’ electoral systems, these technical precautions, intelligence activities, and offensive 
measures will not insulate Americans from cyber disinformation campaigns. A whole-of-society 
approach—the worthy subject of further research and policy design—is needed to defeat active 
measures in the age of social media effectively. Public awareness of and defensive-mindedness 
against these campaigns, transparency in US efforts to combat foreign information operations, 
and a significant effort to strengthening cooperation between the US government, industry, the 
academy, and allied nations will be essential to defend against the use of active measures.111   
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Appendix 

Figure 1. Sample content of removed material. Page title: “Libya Gaddafi” Post translation: “Why was late Libyan leader 
Muammar al-Gaddafi killed? Everyone was happy in Libya. There are people in America who sleep under bridges. There was 
never any discrimination in Libya, and there were not problems. The work was good and the money, too.”112 

 
 
Figure 2. Page title: “Falcons of the Conqueror” Post translation: “Field Marshal Haftar: Libyans decide who to elect as the next 
president, and it is Saif al-Islam al-Gaddafi’s right to be a candidate.” 113 
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Figure 3. A sample paid advertisement on Facebook during the US 2016 from Russia’s IRA. United Muslims of America is a 
fictitious organization, and no such event was planned at The White House. 

 
 

Figure 4. A fictitious Facebook account affiliated with Russia’s IRA seeks to deepen fissures in US race relations ahead of the 
2020 elections. 
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