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a b s t r a c t

In this work, a format-compliant encryption method with the data embedding feature for
JPEG compressed image is proposed. First, DC coefficients are encoded based on the
regions induced by the textural information carried by AC coefficients. Second, AC
coefficients are scanned in eight different orders and the order that results in the smallest
bitstream size is selected. Next, AC coefficients from each block are extracted in the form
of Run/Size and Value, and manipulated to significantly increase the scope of permutation.
Then the virtual queue decomposition is proposed to embed external information. All the
processes are completely reversible where the embedded information can be extracted
and the original content can be perfectly reconstructed from its processed counterpart.
The performance of the proposed method is verified through experiments using various
standard test images and the UCID dataset. The proposed method is also compared against
the conventional format-compliant encryption methods, where its superiority in terms of
robustness against sketch attacks, suppression of bitstream size increment, and data
embedding are highlighted. In the best case scenario, the proposed method is able to
generate an encrypted image of the same size as the original image (e.g., 512�512) with
more than 5800 bits of additionally embedded information while achieving a compression
gain of 1%.

& 2014 Elsevier B.V. All rights reserved.
1. Introduction

Thanks to the availability of mobile smart devices at affor-
dable prices, multimedia content can be easily generated
nowadays. Among the types of digital content, image appears
to be the mostly generated one as suggested by the statistics
of Facebook [1], where more than 350 million images (viz.,
photos) are uploaded everyday. Therefore, securing image
through encryption has become more crucial to ensure
x: +60 3 7957 9249.
Ong),
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(K. Tanaka).
privacy within the smart devices and to prevent unauthorized
viewing for transmission and online storage purposes.

In general, encryption transforms a content into an
unintelligible form so that no one understands its original
semantic [2]. In the case of image, the raw image (i.e., array of
pixel values) can be first encrypted using the conventional
encryption methods such as AES, DES, or RSA. However, the
output cipher image appears random (viz., noise), and hence
there is not much correlation to be exploited for compression
purposes. Alternatively, a compressed image (say by means of
JPEG or JPEG2000) can be encrypted directly, but the output
is not compliant to the compression standard considered.
Therefore, a class of encryption termed format-compliant
encryption is invented to manipulate compressed content
while ensuring the output cipher conforms to the underlying
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standard [3,4]. Format-compliant encryption is also known
as partial encryption [5] or transparent scrambling [6] in
the literature. Specifically, the objective of format-compliant
encryption is to severely distort the quality of the content for
obscuring its original perceptual meaning. This is usually
achieved through direct manipulation of the entities found in
the bitstream of a compressed content, such as sign bits
[7,8,4], quantized coefficients [9,10], prediction errors [11]
in the case of JPEG compressed image. Format-compliant
encryption for compressed content is attractive because most
contents are readily available in the compressed form for
storage and transmission purposes. In addition, format-
compliant encryption maintains the original functionality of
the compression standard, including network friendliness,
error resiliency, and transcoding.

While many format-compliant encryption methods
are designed to handle compressed image, most of them
either are not robust to sketch attacks [12–14] or suffer
from bitstream size expansion [12] or both [10]. In addi-
tion, the conventional format-compliant encryption meth-
ods for image are generally designed to serve only a single
purpose, i.e., encryption. However, in view of today's
applications, there is tremendous need in handling image
in the compressed-encrypted form. For example, if extra
feature such as data embedding is made available, one can
verify the integrity of the image, label/tag the image based
on some pre-determined categories, provide extra instruc-
tions to the specialized decoder, detect error using the
embedded hash value, and so forth1, where all operations
are performed on the compressed-encrypted image with-
out revealing the original image [15–18]. In addition, if the
format-compliant encryption can be designed to further
achieve compression while distorting the image without
expanding the bitstream, it will be beneficial in terms of
storage and transmission, particularly for cellular network
users who pay costly bills for wireless data transmission.

Therefore, in this work, a format-compliant encryption
method with the data embedding feature for JPEG com-
pressed image called BFE (beyond format-compliant
encryption) is proposed. The focus of this work is on the
JPEG compression standard because most images are
available in the JPEG format and many, if not all, of the
smart devices are generating images in this format. In
addition to format-compliant encryption, data embedding
feature is offered to encode external information, which
can be utilized for various purposes. First, the DC coeffi-
cients are encoded based on the regions induced by the
textural information carried by the AC coefficients [13].
Second, AC coefficients are scanned in eight different
orders where the order producing the smallest bitstream
size is selected. Next, the AC coefficients are permuted
without restricting the scope of permutation to a particu-
lar block or subband. VQD (virtual queue decomposition)
is then proposed as the data representation scheme to
embed external information where its carrier capacity can
be increased without causing bitstream size increment. All
the processes in BFE are completely reversible where the
1 In particular, payload such as logo, signature, metadata, error
correction code, and fingerprint can be embedded into the image.
embedded information can be extracted and the original
content can be perfectly reconstructed from its processed
counterpart.

The rest of the paper is organized as follows. Section 2
briefly reviews the JPEG compression standard and related
work in format-compliant encryption. Section 3 presents the
proposed BFE method. Section 4 describes the decoding and
reconstruction processes. Section 5 highlights the features of
BFE. Section 6 shows the extensive experimental results of BFE
and details the relative performance of BFE with respect to
the conventional format-compliant encryption techniques.
Section 7 gives concluding remarks and presents future
research directions.

2. Related works

In this section, a brief introduction to the JPEG compres-
sion standard [19] relevant to this work is presented. Next,
the conventional JPEG-based format-compliant encryption
techniques are reviewed.

2.1. JPEG compression standard

The pixel values in the input image are first shifted by
�128, and the processed image is partitioned into non-
overlapping blocks, each of 8�8 pixels. Each block is trans-
formed into the frequency domain by using DCT (discrete
cosine transformation) and each DCT coefficient is then
subject to quantization w.r.t. (with respect to) the QT (quanti-
zation table) scaled by the specified quality factor. DC coeffi-
cients are encoded by using DPCM (differential pulse code
modulation) where only the difference between the current
and the previously coded value is stored. On the other hand,
AC coefficients are subject to the zigzag ordering, and encoded
in the form of RSV (Run/Size and Value) pairs [19]. For
example, given the following sequence of AC coefficients:

�1;0;0;0;4;0;0; �2;0;1;0;…;0|fflfflffl{zfflfflffl}
53 zeros

; ð1Þ

its resulting RSV pairs are

ð0; �1Þ; ð3;4Þ; ð2; �2Þ; ð1;1Þ: ð2Þ

Both DC difference values and RSV pairs are further entropy
coded using the dedicated Huffman coding tables.

To decode an JPEG encoded image G of dimension
8M�8 N pixels, where M;NAN (N is the set of natural
numbers), the entropy decoded DCT coefficients are recon-
structed by

recu;vði; jÞ ¼ C � Gu;vði; jÞ � QTu;v: ð3Þ

Here, Gu;vði; jÞ denotes the (u,v)th quantized DCT coefficients
in the (i,j)th block in G, QTu;v denotes the (u,v)th entry in QT, C
is a constant, 1ru; vr8, 1r irM and 1r jrN. The
reconstructed coefficients are inversely transformed to the



Fig. 1. Flow chart for BFE.
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spatial domain, and the process is repeated for each 8�8
coefficient block, followed by a level shift of þ128 at the end.
2.2. Conventional format-compliant encryption techniques
for JPEG

There are several means to distort the perceptual quality
of a JPEG compressed image by exploiting its underlying
coding structure. For AC coefficients, the representative
format-compliant encryption techniques include randomizing
coefficient sign [7], modifying scanning order (instead of using
zigzag) [20], shuffling the RSV pairs within a block [9],
shuffling coefficients within the same subbands [12], permut-
ing the Huffman codewords [21], performing XOR operation
on the appended bits in Huffman codewords [15], and map-
ping coefficients to new values by using a bijective mapping
[10]. However, Li et al. [12] pointed out that most of the
aforementioned format-compliant encryptionmethods are not
completely secure. In particular, a sketch of the original JPEG
image can be constructed directly from the scrambled image
[10,7,9,21,15] by thresholding the number of nonzero AC
coefficients in each block. Although Li et al.'s encryption
method [12] is secure w.r.t. their proposed sketch attack,
it suffers from severe bitstream size increment. Similarly,
the method based on bijective mapping [10] also faces the
severe bitstream size increment problem although it offers the
tunable encryption feature.

For DC coefficient, Niu et al. [11] proposed to map a DPCM
prediction error to another value belonging to the same
category [19], where the size of the output encrypted image
is preserved to that of the original image. However, Ong et al.
[14] proposed a sketch attack based on the DC coefficients and
successfully draw the outline of the original image directly
from the image encrypted by [11]. Recently, Minemura et al.
[13] improved Li et al.'s sketch attack [12] in terms of quality
and proposed a format-compliant encryption method for
JPEG. Although bitstream size expansion is suppressed with
occasional gain in compression, the proposed method mainly
focuses on the DC coefficients while the potential of AC
coefficients in achieving other objectives is left unexplored.
3. Beyond format-compliant encryption

In this section, a novel method is proposed to achieve
three objectives: (a) format-compliant encryption; (b) data
embedding; and (c) suppression of bitstream size increment.
The schematic diagram of the proposed format-compliant
encryption method is presented in Fig. 1. Note that, for the
rest of discussion and experiments, we focus on the lumi-
nance signal (i.e., Y channel), but the descriptions are
applicable to chrominance signals (i.e., Cb and Cr channels).
Section 3.1 briefly reviews the format-compliant encryption
technique [13] adopted in the proposed BFE to manipulate
the DC coefficients. Section 3.2 processes the AC coefficients
to reduce the bitstream size while Section 3.3 encrypts the
AC coefficients. Virtual queue decomposition is put forward
in Section 3.4 to embed external information by using the
encrypted AC coefficients, and Section 3.5 generates the
encrypted image.

An empty image Ge
u;vði; jÞ ¼ 0 of the same size as

the original image is created and will be populated by
the processed DC and AC coefficients in the following
subsections.

3.1. Encrypting the DC coefficients

To handle the DC coefficients, the perceptual encryption
technique proposed by Minemura et al. [13] is adopted. The
basic idea is to rearrange the DC components based on
the regions induced by the AC coefficients to achieve
format-compliant encryption. Bitstream size increment is
suppressed because the DC coefficients from the same
region (e.g., within an object, background) are of similar
values and their differences are of small magnitudes, viz.,
the performance of DPCM is maintained. In this section, this
method is briefly reviewed.

First, to obtain the regions induced by the AC coeffi-
cients for rearranging the DC coefficients, the number of
nonzero AC coefficients in each block, denoted by ζði; jÞ, is
computed for 1r irM, 1r jrN. Next, Otsu's threshold-
ing method [22] is applied on the intermediate image

I i; jð Þ’ M � N
∑M

i ∑
N
j ζði; jÞ

 !
� ζ i; jð Þ ð4Þ

to obtain a binary image. Then, the morphological opening
operation is performed to remove isolated points and break
weak connectivities. Regions are then labeled using the 4-
connectivity labeling operation proposed in [23]. Finally, for
each region, the DC coefficients within the region are
dumped into Ge

1;1 in raster order. The authors reported that
bitstream size increment is negligible by performing the
above operations on the DC coefficients [13].

3.2. Suppression of bitstream size increment

The input image is processed to reduce its bitstream
size by means of reducing the distance (i.e., run of zeros)
between two consecutive nonzero AC coefficients and
maximizing the number of zeros coded by the End-of-
Block codeword [19]. First, the number of nonzero coeffi-
cients in each of the 63 AC frequency subbands is captured,



Fig. 2. Two scanning orders for Lenna. When only one scanning order is considered, the default zigzag order (SO3) is used in the proposed BFE. (a) Default
zigzag order (SO3) and (b) adaptive scanning order (SO8).
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i.e.,

sb u; vð Þ ¼ ∑
M

i ¼ 1
∑
N

j ¼ 1
du;v i; jð Þ; ð5Þ

where

δu;vði; jÞ ¼
1 if Gu;vði; jÞa0;
0 otherwise:

(
ð6Þ

With a change of 2D index to 1D subscript such as
w¼ ðu�1Þ � 8þv, sbðu; vÞ can be converted to sb(w). Next,
sb(w)'s are sorted in descending order so that

sb w'
1

� �
Zsb w'

2

� �
Zsb w'

3

� �
Z . . . Zsb w'

63

� �
ð7Þ

and the new scanning order (denoted by SO8) is con-
structed to visit the frequency subband represented by w0

1
first, followed by w0

2, w
0
3, and so forth. Fig. 2 shows the

default zigzag ordering SO3 and the new scanning order
SO8 for Lenna compressed at QF (quality factor) of 80.

The static scanning orders proposed by Itoh [24] (denoted
as SO1, SO2, SO4, SO5) and Pan [25] (denoted as SO6 and SO7)
are also adopted. Altogether, there are eight choices of
scanning order to consider in each block, and the correspond-
ing Huffman codewords w.r.t. each scanning order SOλ
(λ¼ 1;2;…;8) are generated. Subscript λ of the scanning
order SOλ that produces the shortest complete Huffman
codewords2 is selected and output as side information. This
process is repeated for all blocks, and all selected choices of
SOλ, i.e., λði; jÞ, are output as side information. One may
permute and substitute the selected SOλ's to complicate
unauthorized reconstruction of the original image.

Each block Gði; jÞ is finally converted using the optimal
scanning order λði; jÞ recorded in the side information.
Here, the total number of bits required to store the AC
coefficients is expected to be smaller than that of the
original image. The RSV pairs in each block Gði; jÞ are then
output w.r.t. λði; jÞ as the AC profile. As an example, the RSV
2 Refers to the symbol (viz., bit sequence) for Run/Size, together with
the actual coded value. For example, the RSV pair (1,6) is encoded as
1111001110, where the preceding 1111001 records the fact that a run of
1 zero for category 3 is encountered, and the value 6 is coded using the
bit sequence of 110, which is also called the appended bits.
pairs in Eq. (2) form the AC profile of the block in Eq. (1).
AC profiles from all Gði; jÞ's are concatenated in raster order
to form the list of RSV pairs Lα.

3.3. Encrypting the AC coefficients

The side information ζði; jÞ computed in Section 3.1 is
processed for efficient storage. Note that ζði; jÞ is needed
to tell apart, in a sequential manner, how many RSV pairs
belong to each block because all AC profiles are concate-
nated in Lα. It is observed that the number of nonzero
coefficients in neighboring blocks is highly correlated,
i.e.,

ζði; jÞ � ζði7ϵi; j7ϵjÞ; ð8Þ
for small ϵi and ϵj. Hence, the following empirically
determined predictive coding is considered:

ζ0ði; jÞ � 0:5� ðζði; j�1Þþζði�1; jÞÞ: ð9Þ
That is, the average of its west and north neighbors.
Regardless of the prediction mode, the distribution of errors
Δði; jÞ ¼ ζði; jÞ�ζ0ði; jÞ are expected to peak around zero and
decay exponentially away from the center (i.e., Laplace
distribution). Thus, the errors Δði; jÞ's are further entropy
coded. For simplicity, each Δ is mapped to a unique RSV
pair in JPEG. Specifically, the Huffman codewords extracted
from the JPEG stream are sorted based on the complete
Huffman codeword length. In the default table, (Run/Size,
Value)¼(0, 1) and (0, �1) in category 1 are the shortest
codewords, followed by ð0; �3Þ; ð0; �2Þ; ð0;2Þ; ð0;3Þ in cate-
gory 2, and so forth. As a result, each of the possible 127 errors
(since �63rΔði; jÞr63) is represented by a codeword in
category 1, 2,…, and 6. The more probable error is assigned to
shorter codeword, and vice versa. To avoid coding the table
explicitly, we map (0,�1) to Δ¼ 0; ð0;1Þ to Δ¼ �1; ð0; �3Þ
toΔ¼ 1; ð0; �2Þ toΔ¼ �2, and so forth. Hence, one new RSV
pair is generated to capture the prediction error for each block.

These newly generated RSV pairs are en-queued to a
list Lβ in raster order. Lβ is concatenated to the end of Lα

(or combined by other means) to form L. Here, the list L
contains all RSV pairs extracted from G and the additional
M � N RSV pairs introduced to record ζði; jÞ. L undergoes a
permutation using the secret key κ to generate the



Table 1
List of all theoretically possible decompositions for queue of 4 items in 3 sub-queues.

Case s1 s2 s3 ðjs1j; js2j; js3jÞ Ext. Info

1 – – x1; x2; x3 ; x4 (0, 0, 4) 000
2 – x1 x2; x3; x4 (0, 1, 3) 001
3 – x1; x2 x3; x4 (0, 2, 2) 010
4 – x1; x2; x3 x4 (0, 3, 1) 011
5 – x1; x2; x3 ; x4 – (0, 4, 0) 100
6 x1 – x2; x3; x4 (1, 0, 3) 101
7 x1 x2 x3; x4 (1, 1, 2) 110
8 x1 x2; x3 x4 (1, 2, 1) 111
9 x1 x2; x3; x4 – (1, 3, 0) Not used
10 x1 ; x2 – x3; x4 (2, 0, 2) Not used
11 x1 ; x2 x3 x4 (2, 1, 1) Not used
12 x1 ; x2 x3; x4 – (2, 2, 0) Not used
13 x1 ; x2; x3 – x4 (3, 0, 1) Not used
14 x1 ; x2; x3 x4 – (3, 1, 0) Not used
15 x1 ; x2; x3; x4 – – (4, 0, 0) Not used
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permuted list Lκ . Finally, the RSV pairs in Lκ are evenly
distributed into groups of n blocks to encode payload
while distorting the output image quality to achieve
format-compliant encryption.
3.4. Data embedding using encrypted AC coefficients

In this section, our previously proposed VQD [26] is
deployed to embed information by using AC coefficients in
the permuted list Lκ . VQD offers the following three
advantages over the existing similar data representation
schemes: (a) it is reversible; (b) it does not require side
information such as the location map to decode the
embedded information [27–29]; and, (c) it can increase
carrier capacity without causing bitstream size increment.
Note that only preliminary results were presented in [26],
while more comprehensive results are reported here,
along with a mathematical proof for the achieved scalable
carrier capacity property.

Let fxhgth ¼ 1 be a sequence (i.e., queue) of t RSV pairs.
VQD splits fxhgth ¼ 1 into n sub-queues and allows a sub-
queue to be empty (i.e., containing no RSV pairs). The first
sub-queue is labeled as s1, the second sub-queue as s2, and
so forth. Here, the relative order among RSV pairs within
any si for 1r irn is maintained and prohibited from
changing. Let jsij denote the cardinality (i.e., the number
of RSV pairs) of sub-queue si. fxhgth ¼ 1 is split into n sub-
queues to produce a certain combination of n-tuple, i.e.,
ðjs1j; js2j;…; jsnjÞ, for encoding the payload. For example,
s1 ¼ fg; s2 ¼ x1f g and s3 ¼ fx2; x3; x4g is a specific splitting of
t¼4 RSV pairs into n¼3 sub-queues. Such a splitting
generates the 3-tuple of (0,1,3). Note that there is no
change in the length of zerorun for each RSV pair and
the original sequence fxhgth ¼ 1 is readily reconstructed
when the sub-queues si are sequentially concatenated.

As an illustration, Table 1 lists all possible ways of
splitting a queue of 4 RSV pairs into 3 sub-queues. Since
there are 15 combinations, ⌊log2ð15Þc ¼ 3 bits of the pay-
load can be encoded by using ðjs1j; js2j; js3jÞ. Specifically,
the combination of (0, 0, 4) can be assigned to encode the
three-bit payload of ‘000’, (0,1,3) to ‘001’, and so forth.
To apply VQD in an JPEG compressed image, every n
blocks Geði; jÞ's are grouped together and a block within
each group plays the role of a sub-queue. In total, there are
ðM � NÞ=n groups altogether. Each group of n blocks is
assigned to host t ¼ n� ζ RSV pairs where

ζ ¼ jLβj
M � N

þ jLαj
M � N

¼ 1þ 1
M � N

∑
M

i
∑
N

j
ζ i; jð Þ: ð10Þ

In particular, the first t ¼ n� ζ RSV pairs are de-queued
from Lκ and assigned to the first group, the next t RSV pairs
are assigned to the second group, and so forth. The data
embedding process then takes place by applying VQD
within each group. Specifically, the table of combinations
(similar to Table 1) is referred to select the corresponding
combination ðjs1j; js2j;…; jsnjÞ for encoding a segment of
the payload. In other words, the payload dictates which
combination to utilize. Note that the same table of combi-
nations can be regenerated when n and t are given.

Once the combination is decided, the first js1j RSV pair(s)
for this group become the element(s) of the first block, the
following js2j RSV pair(s) become the element(s) of the second
block, and so forth. For example, suppose n¼ 3; t ¼ 4 and the
payload segment to be embedded is ‘001’. VQD refers to the
last column of Table 1 and decides that the second combina-
tion is to be imposed. Therefore, no AC coefficient is assigned
to the first block, the first AC coefficient is assigned to the
second block, and the remaining (three) coefficients that
follow are assigned to the third block. This process is repeated
for all groups of n blocks to populate Ge with the AC
coefficients. The newly updated blocks Geði; jÞ are permuted
to Geði0; j0Þ, i.e., similar to the jigsaw puzzle, to avoid unauthor-
ized decoding of the embedded information.

Since an 8�8 block accommodates at most 63 AC
coefficients, some combinations are practically not viable.
For example, if zrðx3Þþzrðx4Þþ2463 where zrðxhÞ
denotes the length of zeros in xh, both x3 and x4 cannot
be the elements of the same block (sub-queue). In that
case, only cases 4, 8, 11, 13 and 14 underlined in Table 1
can be utilized. This reduces the carrier capacity from 3
bits to ⌊log2ð5Þc ¼ 2 bits. Note that Table 1 is always refer-
red to for the case of t¼4 RSV and n¼3 sub-queues.
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The underlined viable cases depend on the zerorun-
length of the RSV pairs under consideration. We shall
show in Section 5 that n can be increased to improve
carrier capacity.

3.5. Format-compliant encryption for JPEG image

At this stage, Ge is an encrypted JPEG compressed image.
To further distort the image quality without increasing the
bitstream size, the DC coefficients, AC coefficients and QT
can be manipulated.

3.5.1. Manipulating DC coefficients
Since JPEG stores the DC errors of DPCM, each error can be

bijectively mapped to another value belonging to the same
category. For example, the DC error �12 can be bijectively
mapped to any value in the range ½�15; �8� [ ½8;15�, i.e.,
SSSS¼4 [19] where SSSS denotes the category size. Since the
mapping is bijective, the process can be easily reversed.
The bijectively mapping can be changed periodically to
improve robustness against unauthorized viewing of the
encrypted image.

3.5.2. Manipulating AC coefficients
AC coefficients can be mapped in a similar manner by

considering the category size of the coefficients. In addi-
tion, the Huffman codewords can be bijectively mapped
based on the complete codeword length. For example,
since both Run/Size of 0/3 (codeword¼ 100XYZ) and 2/1
(codeword¼ 11100W) have the same complete Huffman
codeword length, they can be bijectively mapped. Here,
X ;Y;Z and WAf0;1g, and more pairs satisfying the length
condition can be considered.

3.5.3. Manipulating QT
Based on Eq. (3), the magnitude of the entries in QT can

be increased to intensify the distortion because recon-
structed coefficients are saturated to larger magnitudes. It
should be noted that changing the QT entries to any value
in the range of [1, 255] does not affect the JPEG bitstream
size [19]. BFE can afford this change because it can store
the original QT entries employed during compression as
part of the augmented payload (e.g., [λ, QT, payload]) to
ensure complete reconstruction of the original image.

4. Decoding embedded information and reconstruction
of the original image

The value n utilized during data embedding is required
to extract the embedded information. First, the original
entities including AC and DC coefficients, as well as QT, are
restored if they were manipulated during encryption.
Then, the blocks Geði0; j0Þ are de-shuffled to Geði; jÞ, and
groups of n blocks are re-formed. Within a group, the
cardinality of each block (i.e., the number of RSV pairs) is
computed to form the n-tuple ðjs1j; js2j;…; jsnjÞ. The same
table considered during data embedding can be regener-
ated because the total number of RSV pairs in a group of n
blocks remains unchanged regardless of the splitting
process. In other words, t ¼∑n

i jsij can be directly com-
puted from the n blocks in G0ði; jÞ. Nonviable combinations
can also be verified because the relative order among RSV
pairs is kept intact. The remaining viable combinations are
therefore utilized to decode the embedded information.
The bit sequence associated with the n-tuple is the output.
Specifically, if the triplet (0, 1, 3) is encountered, ‘001’ is
the output. The process is repeated for all groups, and the
output bit sequences are concatenated to form the
(decoded) augmented payload.

To completely reconstruct the original image, the profile
of each block Geði; jÞ is extracted and merged to obtain the
list Lκ . L is reconstructed after de-shuffling Lκ with the key
κ. Then, Lβ is derived from the lastM � N RSV pairs in L and
utilized to guide the redistribution process of RSV pairs
from Lα into each respective 8�8 coefficient block. The
original scanning order in each block is obtained by
referring to λði; jÞ captured in the augmented payload.

With the aforementioned processes, the AC coefficients
are restored to their respective original positions. There-
fore, the same regions can be induced from the AC
coefficients and labeled to restore the DC coefficients to
their original respective locations as detailed in [13].

5. Features in BFE

The following subsections highlight the features in BFE:
Section 5.1 elaborates on the robustness of BFE against
brute force attack, Section 5.2 justifies the robustness of BFE
against known and chosen plaintext attacks, Section 5.3
describes bitstream size increment in BFE and its suppres-
sion, and finally Section 5.4 discusses VQD in detail.

5.1. Robustness against brute force attack

The scope of permutation in the existing format-
compliant encryption methods is limited to block level
(i.e., nonzero coefficients or RSV pairs are shuffled within a
block) [9] or subband level (i.e., coefficients from the same
subband are shuffled) [12]. In BFE, the coefficients can be
permuted to any subband in any block. Hence, BFE is
robust against the sketch attacks [13,14,12]. Although it is
a known fact that format-compliant encryption is achieved
at the expense of sacrificing robustness [30], it is worth
considering the number of trials in the brute force attack
(i.e., reconstructing the original image by exhaustive trials)
in BFE. An attacker needs to consider

ðM � NÞ!|fflfflfflfflffl{zfflfflfflfflffl}
DC component

� ðjLjÞ!|ffl{zffl}
AC component

ð11Þ

trials of permutation. For each guessed permutation, the
attacker still has to decide how many RSV pairs should go
into each block Gði; jÞ and discard the irrelevant RSV pairs
representing ζði; jÞ, which further complicates the attack.

Next, BFE prevents unauthorized decoding of the
embedded information by permuting the blocks Geði; jÞ to
Geði0; j0Þ. This permutation will only affect the output bit-
stream size insignificantly due to byte-alignment [19]. In
order to correctly guess the embedded payload, an
attacker has to attain the right order for the blocks (i.e.,
ðM � NÞ! trials) and the value of n. Furthermore, the table
of combination (similar to Table 1) could be shuffled



Fig. 3. Statistics of selected scanning order.
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to further complicate unauthorized decoding of the emb-
edded payload.

Therefore, it requires a significant number of trials to
correctly decode the embedded payload and completely
reconstruct the original image without knowing the key κ
and parameter n.

5.2. Robustness against known and chosen plaintext attacks

Next, we justify the robustness of the proposed encryp-
tion method with respect to both the known and chosen
plaintext attacks. Conventionally, for chosen plaintext attack,
the attacker can choose any plaintext and encrypt it using
the proposed method for producing the corresponding
ciphertext. On the other hand, for known plaintext attack
(in which case the attacker has less access to the encryption
method), the attacker only knows (but cannot choose) some
number of pairs of plaintext and ciphertext. Generally, the
objective of these attacks is to retrieve additional informa-
tion about the secret key or the encryption function. Since
we encrypt the original image to conceal the visual infor-
mation about the image, the aim of the attacker is reverse-
engineering or gaining more information about the encryp-
tion function, i.e., the unknown black box.

Assume that the attacker knows that our proposed
method is operated in the compressed/frequency domain.
By studying multiple pairs of the original and correspond-
ing encrypted images, the attacker tries to infer the
relation between the input and output images, focusing
on DC and AC coefficients.

However, the processes that manipulate DC and AC
coefficients in our proposed encryption method depend on
the texture of the image as well as the information to be
embedded. In particular, DC coefficients are rearranged
into regions based on the structure of the image (i.e., the
number of nonzero AC coefficients in each block ζði; jÞ).
Furthermore, AC coefficients in each block are run-length
coded using different scanning order depending on the
texture of the block. The process of changing the scanning
order itself complicates the process of finding the corre-
sponding (i.e., matching) AC coefficients in the original
(plaintext) and encrypted (ciphertext) images since each
RSV changes depending on the texture of the block. Note
that the chosen scanning order also depends on λmax.
Moreover, VQD decides how many AC coefficients are
put in a block to embed the external information (see
Section 3.4), which further complicates the process of
finding the corresponding AC coefficients in the original
(plaintext) and encrypted (ciphertext) images.

All in all, there is no straightforward way to trace the
output of the AC coefficients based on their input since the
mechanism of the proposed encryption method depends
on the texture of the plaintext image and the external
information to be embedded. Therefore, the proposed
encryption method is robust against known and chosen
plaintext attacks.

5.3. Bitstream size increment and its suppression

In BFE, the output image is expected to assume larger
bitstream size than its original counterpart because M � N
foreign RSV pairs are added. However, it should be noted
that these RSV pairs are introduced to significantly increase
the scope of permutation for the RSV pairs throughout
the entire image. Here, the shuffling of L to Lκ does not
affect the bitstream size since BFE handles nonzero DCT
coefficients directly in RSV pairs. The adopted DC encryp-
tion method [13] also does not affect the bitstream size.
Nevertheless, small fluctuation in bitstream size is expected
due to byte-alignment [19].

To compensate the inevitable increment of the bit-
stream size, the image is pre-processed by changing its
scanning order as detailed in Section 3.2. The more
scanning orders λmax considered in pre-processing, the
greater the suppression in bitstream size and side infor-
mation. Fig. 3 shows the probability of each scanning order
SOλ chosen for various test images compressed at QF¼80
for λ¼ 1;2;3;…;8. It is obvious that the proposed scanning
order SO8 is selected most of the time (� 40%), followed
by the default zigzag scanning order SO3. This shows the
superiority of the proposed scanning order over the exist-
ing (static) ones in reducing length of zerorun. With
λmax ¼ 8, a gain of � 4:5% in compression w.r.t. JPEG is
achieved, where this available room is then utilized to
accommodate the newly added RSV pairs. However, the
bitstream size suppression is achieved at the expense of
storing the side information (i.e., the chosen λði; jÞ value for
each block), which reduces the effective carrier capacity of
VQD. Hence, there is a trade-off between the bitstream
size suppression and the effective carrier capacity. In
particular, larger λmax can be utilized to reduce the bit-
stream size increment, but the effective carrier capacity is
compromised.

Last but not least, note that VQD does not increase the
bitstream size of the output image regardless of the value of n.
The RSV pairs are merely put into groups of n sub-queues
without additionally introducing new RSV pairs, changing the
zerorun length, or promoting a coefficient to another category.

In summary, the number of scanning orders, bitstream
size, and effective carrier capacity are interrelated. The
more scanning orders one considers, the smaller the out-
put bitstream size. However, considering more scanning
orders will reduce the effective carrier capacity because
more bits are spent in coding λ in each block. Nevertheless,
effective carrier capacity can be increased by increasing n
without further causing bitstream size increment as dis-
cussed in the next section.
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5.4. Scalable carrier capacity in VQD

Given a sequence of t RSV pairs fxhgth, consider its
number of theoretically possible decompositions into n
sub-queues and denote that number by τðn; tÞ. Mathema-
tically, τðn; tÞ is defined as

τðn; tÞ ¼ ðjs1j; js2j;…; jsnjÞ: t ¼ ∑
n

i ¼ 1
jsij

( )�����
����� ð12Þ

while preserving the relative order of each RSV pair.
Table 2 records τðn; tÞ for n¼ 1;2;…;8 sub-queues and
t ¼ 1;2;…;12 RSV pairs. It is observed that τðn; tÞ increases
as n (i.e., in the horizontal direction) or t (i.e., in the
vertical direction) increases. Since an image has a fixed
number of RSV pairs, the carrier capacity of VQD is
increased by means of increasing n while enforcing
t ¼ ζ � n.

As an illustration of the improvement in carrier capa-
city by increasing n, consider the scenario of 12 RSV pairs
with different values of n (e.g., n¼ 2;3 and 6) as shown in
Table 2. Assume all theoretically possible decompositions
Table 2
The number of theoretically possible combinations τðn; tÞ for various n
and t.

n 1 2 3 4 5 6 7 8

t¼1 1 2 3 4 5 6 7 8
t¼2 1 3 6 10 15 21 28 36
t¼3 1 4 10 20 35 56 84 120
t¼4 1 5 15 35 70 126 210 330
t¼5 1 6 21 56 126 252 462 792
t¼6 1 7 28 84 210 462 924 1716
t¼7 1 8 36 120 330 792 1716 3432
t¼8 1 9 45 165 495 1287 3003 6435
t¼9 1 10 55 220 715 2002 5005 11,440
t¼10 1 11 66 286 1001 3003 8008 19,448
t¼11 1 12 78 364 1365 4368 12,376 31,824
t¼12 1 13 91 455 1820 6188 18,564 50,388

Fig. 4. Original and output color images u
are also practically achievable, i.e.,

zrðs1Þþzrðs2Þþ⋯þzrðs12Þþ12r63; ð13Þ
3� ⌊log2ðτð2;4ÞÞc ¼ 3� ⌊log2ð5Þc ¼ 6 bits are attained by
considering three groups of 2 sub-queues, with 4 RSV pairs
in each sub-queue. In case of two groups of 3 sub-queues,
2� ⌊log2ðτð3;6ÞÞc ¼ 2� ⌊log2ð28Þc ¼ 8 bits are achieved.
Finally, ⌊log2ðτð6;12ÞÞc ¼ ⌊log2ð6188Þc ¼ 12 bits are attained
by considering one group of 6 sub-queues. Similar argu-
ment applies to other cases, and hence the carrier capacity
is expected to scale according to n. This claim is verified in
Section 6. Interestingly, the values recorded in Table 2 are
observed to be symmetric w.r.t. the super diagonal (under-
lined). These values also satisfy the following recurrence
equation, which is proven in Appendix A:

τðn; tÞ ¼ τðn�1; tÞþτðn; t�1Þ: ð14Þ
All in all, there is a trade-off between computational

time and effective carrier capacity. Larger n can be utilized
to increase the effective carrier capacity, but at the
expense of longer processing time.

6. Experimental results

To verify the performance of BFE, 6 standard test
images (i.e., Airplane, Baboon, Boat, Lake, Lenna and
Peppers) of 512�512 pixels and 1338 test images of
512�384 pixels (or 384�512 pixels) from UCID (uncom-
pressed color image dataset) [31] are considered. All test
images are converted to grayscale (i.e., luminance channel
only) for experiment purposes. Unless specified otherwise,
QF is set at 80. All test images are encrypted while
embedding a random bit sequence (i.e., payload) into
them. By visual inspection, it is verified that the images
are severely distorted after the manipulation by BFE. Using
the correct secret key(s), the embedded payload can be
extracted, and the original image can also be perfectly
reconstructed. Last but not least, it is verified that sketch
attacks [12,14] fail to produce any outline of the image
processed by BFE, and BFE is verified to be operable in
color images (see Fig. 4).
sing BFE. (a) Original and (b) output.



Table 3
SSIM and PSNR [dB] for the images manipulated by BFE.

Airplane Baboon Boat Lake Lenna Peppers UCID

BFE 0.292 (15.0) 0.102 (10.7) 0.198 (13.3) 0.036 (9.2) 0.393 (15.6) 0.384 (14.9) 0.059 (8.5)
[A] 0.090 (10.6) 0.022 (9.6) 0.060 (10.1) 0.035 (8.2) 0.088 (10.6) 0.076 (9.8) 0.041 (6.5)
[B] 0.069 (7.5) 0.018 (7.6) 0.045 (8.3) 0.038 (6.7) 0.063 (7.8) 0.052 (7.3) 0.039 (6.5)
[C] 0.005 (5.7) 0.004 (6.3) 0.004 (6.3) 0.006 (5.7) 0.006 (6.3) 0.006 (6.1) 0.005 (5.6)

[A]¼BFE �DC_sub. [B]¼[A] �AC_sub. [C]¼[B] �QT_sub.

Fig. 5. Original and output images using different operations. (a) Original, (b) BFE, (c) [A] (BFE � DC_sub.), (d) [B] ([A] � AC_sub.), and
(e) [C] ([B] � QT_sub.).
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6.1. Basic performance of BFE

First, the visual quality of the processed image is
quantified using SSIM (Structural SIMilarity) [32] and
PSNR (Peak Signal-to-Noise Ratio). In this study, PSNR is
utilized to quantify the pixel-by-pixel difference between
the original and encrypted images. On the other hand,
SSIM is utilized to quantify the structural difference
between the original and encrypted images. Both quality
measures serve as the indicators to quantify the distortion
level of the encrypted image. Specifically, smaller (posi-
tive) value implies lower quality (i.e., greater distortion or
less similarity), and vice versa. Note that the processed
image ge decoded from Ge is compared to the original JPEG
compressed image g decoded from G, instead of the raw
uncompressed image. The value 1 of SSIM is attained
when g¼ ge, i.e., all pixel values match. The representative
SSIM results of using n¼2 and λmax ¼ 1 are recorded in
Table 3, while the corresponding PSNR value is recorded in
parenthesis. The first row records the quality of the
encrypted image when the DC and AC coefficients are
processed using [13] and the proposed VQD [26], respec-
tively. Results indicate that the quality of the JPEG com-
pressed image is severely distorted and therefore verify
the basic function of the proposed BFE in encrypting an
JPEG compressed image. For completion of discussion, the
quality of the encrypted image produced by ½A�; ½B� and ½C�
is recorded in the second, third, and fourth row, respec-
tively. Here, ½A� denotes the process of BFE followed by the
substitution of DC coefficients as described in Section 3.5.1,
½B� denotes the process of ½A� followed by the substitution
of AC coefficients as described in Section 3.5.2, and ½C�
denotes the process of ½B� followed by the substitution
of QT entries with the value of 255 as described in



Table 4
Percentage of bitstream size increment [%] after applying the proposed
format-compliant encryption for various λmax and n¼2.

λmax 1 2 4 8

Airplane 5.90 3.89 2.69 1.61
Baboon 2.48 1.21 0.33 �0.37
Boat 4.92 0.74 �0.64 �1.37
Lake 4.54 2.74 1.69 1.10
Lenna 5.95 3.53 2.33 1.47
Peppers 6.01 4.23 2.66 1.49

Average 4.97 2.72 1.51 0.66

UCID (Average) 5.22 3.53 1.85 0.79
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Section 3.5.3. It is observed that distortion intensifies
steadily when considering the output image quality in
the order of BFE, ½A�; ½B� and ½C�. This is an expected trend
since more entities are substituted, and the most distorted
image is achieved by ½C�. As an illustration, the correspond-
ing images are shown in Fig. 5 using Peppers as the
representative test image. Similar trend in distortion is
observed when considering other values for n and λmax.

Second, bitstream size increment (in percentage) after
encryption is evaluated. The results are recorded in Table 4
for n¼2 as the representative case. From the table, it is
observed that the image processed by BFE is of larger
bitstream size when compared to its original counterpart
which is generated by considering solely the standard
zigzag scanning order SO3. This is an expected outcome
because foreign RSV pairs (i.e., AC coefficients) are intro-
duced into G for encoding ζði; jÞ, albeit the adopted DC
manipulation method [13] has negligible impact on the
bitstream size. However, the increment in the bitstream
size is suppressed as soon as λmax increases, and the effect
becomes more obvious for larger λmax.3 The average
increment caused by using λmax ¼ 8 for six standard test
images is 0.66%, which is approximately one-fifth of the
average increment caused by using λmax ¼ 1. This verifies
the ability of the proposed adaptive scanning order in
suppressing bitstream size increment. In some cases, the
output bitstream size is actually smaller (i.e., negative
values) than its original counterpart (e.g., Baboon, Boat).
However, we emphasize that this is due solely to the
statistics of the image. The bitstream size suppression
capability of adaptive scanning order is further verified
by using the UCID dataset. Similar to the trend observed in
the standard test images, results for the UCID dataset (i.e.,
last row in Table 4) suggest that more suppression (i.e.,
less increment) is achieved when more scanning orders
are considered. Fig. 6 shows the distribution of bitstream
size increment in terms of percentage for n¼2 and
λmax ¼ 1, which are the parameters that achieves the
largest bitstream size increment. It is observed that bit-
stream size is always increased, and the increment is
tabulated around the mean bitstream size increment of
3 Here, λmax ¼ 1 denotes the case when only the zigzag scanning
order is considered, λmax ¼ 2 denotes the case where the two most
contributive (among 8 of them) scanning orders (in terms of suppressing
bitstream size increment) are considered, and so forth.
5.22%. These results can be further improved when the
parameters n and λmax are increased.

Third, to facilitate the discussion, let ΩðG;nÞ denote the
total number of bits embeddable into image G by using
VQD with parameter n. The results for n¼ 2;3;4;5; and 6
are recorded in Table 5. For reference purposes, the total
number of AC coefficients jLj is also recorded. It is observed
that, regardless of the image, ΩðG;nÞ increases as n
increases, where ΩðG;6Þ � 2�ΩðG;2Þ. In addition,
ΩðG;nÞ for images of smaller jLj (e.g., Airplane or Lenna)
tends to scale better with n when compared to images of
larger jLj (e.g., Baboon). Nevertheless, the statistics of RSV
pairs (i.e., zerorun-length) in an image also influences the
carrier capacity w.r.t. VQD. Since part of ΩðG;nÞ is utilized
to store side information λði; jÞ, the ECC (effective carrier
capacity) is computed as

ECCðG;n; λmaxÞ ¼ΩðG;nÞ�M � N � ⌈log2ðλmaxÞ⌉; ð15Þ
where λmax denotes the number of scanning orders con-
sidered. For example, if λmax ¼ 4 (i.e., only 4 scan-
ning orders are considered) and M¼N¼ 512, then
ECCðG;n;4Þ ¼ΩðG;nÞ�8192. In the case of λmax ¼ 1,
ECCðG;n;1Þ ¼ΩðG;nÞ.4 It should be noted that using differ-
ent λmax results in small fluctuation in ΩðG;nÞ, but it has a
significant impact on ECC. Nevertheless, the results
recorded in Table 5 are the average of the gross carrier
capacity achieved by using λmax ¼ 1;2;4 and 8. Based on
Eq. (15), ECC can be traded for bitstream size suppression
by controlling λmax. On average, BFE achieves encryption
and ECC of more than 2500 bits for all standard test
images considered when λði; jÞ is entropy coded. The
corresponding bitstream size increment is less than 2%
when n¼6 and λmax ¼ 8. On the other hand, for the UCID
dataset, the average gross carrier capacity using different n
is also recorded in the last column of Table 5 in unit of bits
per nonzero AC coefficient (bpnc). Results indicate that the
gross carrier capacity increases when n increases, and
ΩðG;6Þ � 2�ΩðG;2Þ, which is consistent with the results
attained for the standard test images. Fig. 7 shows the
distribution of ΩðG;2Þ in terms of bpnc. These results
suggest that the distribution of ΩðG;2Þ is centered around
its mean, i.e., 0.1406 bpnc, which is consistent with the
results observed for the standard test images considered
(i.e., ΩðG;2Þ=jLj � 0:1406 in Table 5).

Last but not least, among six test images considered, the
best result is achieved with Boat. In particular, a compression
gain of 1.37% is achieved (see Table 4) while offering more
than 5800 bits (i.e., 16;516�4096� 2:6¼ 5886) of effective
carrier capacity (see Table 5) when considering n¼6 and
λmax ¼ 8 for QF ¼80.

6.2. Performance w.r.t. compression quality factor

Each raw, uncompressed, original standard test image is
compressed at different QF's to further capture the
4 To improve coding efficiency for the side information, one may
exploit the statistics of the chosen λ (e.g., Fig. 3) and consider entropy
coding (e.g., Huffman). In case of λmax ¼ 8, experimental results suggest
that � 2:56 bits per block are spent on coding the side information when
using Huffman coding (versus 3 bits without entropy coding).



0 2 4 6 8 10 12 14 16 18 20
0

10

20

30

40

50

60

70

80

90

100

Fr
eq

ue
nc

y

Percentage (%)

Fig. 6. Percentage of bitstream size increment ½%� for the UCID image
dataset with n¼2 and λmax ¼ 1 (Max¼18.9285, Min¼1.4323,
Mean¼5.2182, Median¼5.0535, STD¼1.8328).

Table 5
Gross carrier capacity ΩðG;nÞ using standard test images [bits] and UCID
dataset [bpnc] for various n.

n Airplane Baboon Boat Lake Lenna Peppers UCID

2 8609 6681 9357 9565 8649 8771 0.1406
3 12,118 8942 12,634 12,857 11,947 11,989 0.1971
4 13,984 10,309 14,522 14,793 13,808 13,876 0.2273
5 15,154 11,226 15,695 15,974 14,970 15,029 0.2488
6 16,015 12,354 16,516 16,809 15,807 15,867 0.2968
jLj 52,532 111,608 66,087 71,280 51,382 53,876 51,791
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Fig. 7. Number of embeddable bits per nonzero AC coefficient for the
UCID image dataset with n¼2 and λmax ¼ 1 (Max¼0.3929, Min¼0.0294,
Mean¼0.1406, Median¼0.1388, STD¼0.0434).

Fig. 8. Gross carrier capacity w.r.t. various QF's for different datasets
when using n¼2 and λmax ¼ 1. (a) Standard test images and (b) UCID
dataset.

Fig. 9. Percentage of bitstream size increment w.r.t. various QF's for
different datasets when using n¼2 and λmax ¼ 1. (a) Standard test images
and (b) UCID dataset.
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performance of BFE. Fig. 8(a) shows the graphs of ΩðG;nÞ
versus QF's for QF Af30;35;…;95g. Here, the parameters are
set at n¼2, and λmax ¼ 1. As expected, the result differs from
image to image, but a general trend is observed. That is, as
QF increases, the carrier capacityΩðG;2Þ increases to its peak



Table 6
Functional comparison of the proposed BFE (with n¼6 and λmax ¼ 8) and conventional format-compliant encryption methods using six standard test
images compressed at QF¼80.

Average increment
in size (%)

Scope of
permutation
DC AC

Substitution
performed on
DC AC

Robustness to
DC attack [12]

Robustness to
AC attack [14]

Ability to embed
data (bits)

Pre-Processing

(1) 3.11 GL SG No No Yes Yes N/A No
(2) 16.57 SB SB No No Yes Yes N/A No
(3) 269.73 N/A N/A Yes Yes No No N/A No
(4) 0.00 N/A SG Yes No No Yes N/A No
(5) �0.13 GL SG Yes Yes Yes Yes N/A Yes
(6) 0.00 N/A N/A Yes Yes No No 2040 No
BFE 0.66 GL GL Yes Yes Yes Yes � 3273 Yes

GL denotes Global, SG denotes Semi-global, SB denotes Subband.
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and drops to a small value when QF reaches 95. Nevertheless,
most images reach their peak carrier capacity QF around 80,
which is a commonly utilized QF in the JPEG compression
standard. The result suggests that ΩðG;2Þ peaks at a lower
QF (e.g., 55) for an image of higher spatial activity (e.g.,
Baboon) because there are more RSV pairs at higher QF. In
particular, the average number of nonzero coefficients per
block ζ increases as QF increases (due to finer quantization),
which results in a smaller number of practically achievable
decompositions in VQD to embed payload. For example,
68;322=64=64� 16:7 and 149;590=64=64� 36:5 RSV pairs
are put into each 8�8 coefficient block of the Baboon image
for QF¼55 and 90, respectively. On the contrary, an image of
lower spatial activity peaks at a larger QF (e.g., 90 for
Airplane) because the number of RSV pairs (jLj) is much
smaller to achieve high ΩðG;2Þ when a smaller QF is used.
Similarly, Fig. 8(b) shows the average gross carrier capacity
using the UCID dataset in both units of bits and bpnc. The
average gross carrier capacity in terms of bpnc decreases
when QF increases, because the rate at which the gross
carrier capacity (in bits) increases is less than the rate at
which the number of nonzero coefficients increases. On the
other hand, in terms of bits, the average gross carrier
capacity increases when QF increases, and reaches its peak
at around QF of 80–85, which is also consistent with the
results observed in Fig. 8(a) for the standard test images
considered.

Next, the percentage of the bitstream size increment
w.r.t. various QF's is considered and the results for the
standard test images and UCID dataset are shown in Fig. 9
(a) and (b), respectively. It is observed that the percentage
of the bitstream size increment decreases as QF increases
for both sets of test images. This is due to the fact that the
same number of foreign RSV pairs, i.e., jLβj ¼M � N, are
added to the image regardless of QF's. Since the ratio of jLβj
to jLαj decreases as QF increases, the percentage of the
bitstream size increment also decreases. For the same
reason, an image of higher spatial activity (e.g., Baboon)
tends to have a smaller percentage of bitstream size
increment when compared to a relatively smooth image
(e.g., Airplane) for any given QF.5
5 More results are available online at http://mpsih.fsktm.um.edu.my/
research/spic2014.
6.3. Comparison with existing format-compliant encryption
methods

For fair comparison purposes, we compare the pro-
posed BFE with existing format-compliant encryption
methods that can completely reconstruct the original JPEG
image. These compared methods include the following: (1)
Takayama et al.'s methods [9]; (2) Li et al.'s method [12]; (3)
Takayama et al.'s methods [10]; (4) Niu et al.'s method [11];
(5) Minemura et al.'s method [13]; and (6) Qian
et al.'s method [15]. The same six standard test images
(namely, Airplane, Baboon, Boat, Lake, Lenna, and Peppers)
compressed at QF¼80 are utilized for comparison purposes.
Table 6 presents the functional comparison among the
proposed and conventional format-compliant encryption
methods. Except for methods (4), (5) and (6), all methods
result in bitstream size increment. Although the proposed
method also leads to bitstream size increment, the average
increment of 0.66% is negligible when using n¼6 and
λmax ¼ 8. On the other hand, method (3) suffers from severe
bitstream size increment due to the significant change of
magnitude in each nonzero AC coefficient (i.e., small2big).

For the scope of permutation, the proposed method
undergoes global permutation (denoted by GL) for both DC
and AC coefficients. Method (1) permutes DC coefficients
globally, but AC coefficients are shuffled in a semi-global
(denoted by SG) manner, i.e., the coefficients are first
shuffled within each block, and then AC blocks are
shuffled. Note that the SG approach does not change the
membership of each block. Method (2) permutes both DC
and AC coefficients throughout the entire image but the
permutations are restricted to their respective subbands
(denoted by SB). In other words, a coefficient from AC(1,2)
will never be permuted to AC(3,5), and so forth.

Since methods (1), (2), (5), and the proposed BFE
permute DC and AC coefficients, they are robust against
the sketch attacks proposed in [12,14]. On the other hand,
methods (3) and (6) merely substitutes the original coeffi-
cient values with other values, i.e., without shuffling DC
and AC coefficients. It is therefore vulnerable to sketch
attack [12], which exploits the number of nonzero coeffi-
cients in each block in sketching the original image.
Method (4) is robust against the AC sketch attack [12]
since AC coefficients are shuffled in a semi-global manner.
However, it is vulnerable to the DC sketch attack [14] since
DC coefficients are processed by the limited substitution.

http://mpsih.fsktm.um.edu.my/research/spic2014
http://mpsih.fsktm.um.edu.my/research/spic2014


Fig. 10. Output images (upper row) generated from the compared methods
[9,12,10,11,13,15] and the proposed BFE and their corresponding output images
(lower row) obtained by sketch attacks. (a) Method (1)'s output, (b) method
(1)'s sketch, (c) method (2)'s output, (d) method (2)'s sketch, (e) method (3)'s
output, (f) method (3)'s sketch, (g) method (4)'s output, (h) method (4)'s sketch,
(i) method (5)'s output, (j) method (5)'s sketch, (k) method (6)'s output, (l)
method (6)'s sketch, (m) proposed BFE's output, and (n) proposed BFE's sketch.

S. Ong et al. / Signal Processing: Image Communication 31 (2015) 47–60 59
For illustration purposes, Fig. 10 shows the output image
generated by each considered encryption method and the
corresponding output obtained by using sketch attacks
[12,14]. It is apparent that methods (3), (4) and (6) are
vulnerable to sketch attacks. Table 6 also indicates if
substitution is performed on DC and AC coefficients for
each compared method.

In terms of complexity, the proposed BFE considers
more classes of operations (i.e., AC and DC coefficients
preprocessing, AC and DC coefficients encryption, and data
embedding using VQD) than the other conventional meth-
ods considered, and hence the proposed BFE is of the
highest complexity. On the other hand, Minemura et al.'s
method [13] is of moderate complexity because it con-
siders fewer classes of operations than the proposed BFE
(i.e., DC coefficients preprocessing, AC and DC coefficients
encryption only). Meanwhile, the rest of the considered
conventional methods [9,12,10,11,15] are of lower com-
plexity (but similar among themselves) because they only
consider the AC and DC encryption processes.

All in all, the proposed BFE is the only format-
compliant encryption method robust against sketch
attacks [12,14] that offers an extra feature of data embed-
ding, where external information such as tag, authentica-
tion hash, and checksum value can be inserted to serve
various purposes. In terms of average bitstream size
increment, although BFE is slightly inferior to method
(4), (5) and (6), its increment is negligible.

7. Conclusions

In this paper, a format-compliant encryption method
called BFE was proposed in the JPEG compressed domain. In
addition to the main objective of encrypting an image, the
proposed method is able to embed external information
into the encrypted image while significantly increasing the
scope of permutation for AC coefficients. A novel VQD data
representation scheme is proposed to embed external
information, where the number of embeddable bits can
be increased without causing bitstream size increment. To
compensate the bitstream size increment caused by storing
the side information, AC coefficients in each block are
scanned in various orders to reduce the length of zero runs,
which in turn leads to smaller bitstream size. The perfor-
mance of BFE was verified using various standard test
images and the large UCID dataset. BFE is also compared
to the conventional format-compliant encryption methods.
Extensive experiments demonstrated that the proposed BFE
is slightly inferior to two state-of-the-art format-compliant
encryption methods in terms of bitstream size increment,
but it offers an additional function of data embedding,
which can be utilized for various purposes, including
authentication, management, and error concealment.

As further work, BFE will be extended to withstand
hostile environment so that the degraded image and the
embedded information can still be perfectly reconstructed
in case of transmission error or intentional tampering. The
extension of the proposed BFE to handle videos, as well as
the exploration for possible applications in other block
transform compressed media will be considered. We will
also investigate the secondary encoding to handle the side
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information λði; jÞ and Δði; jÞ to further suppress bitstream
size increment and improve effective carrier capacity.
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Appendix A. Proof of recurrence equation (14)

Recall that the number of theoretically possible decom-
positions of t items (i.e., RSV pairs) into n sub-queues is
denoted by τðn; tÞ. We start with n sub-queues with t�1
items and then add one more item to find the value τðn; tÞ.
There are two ways of inserting the new item, namely,
(i) at the last sub-queue (i.e., the nth sub-queue), and (ii) at
any sub-queue other than the last one. If we put the newly
added item at the last sub-queue, we have exactly τðn; t�1Þ
decompositions. By doing so, the last sub-queue will always
have at least one item in it. In other words, we have
considered all theoretically possible decompositions of t items
into n sub-queues where the last sub-queue is non-empty.
Next, we consider the number of decompositions of t items
into n sub-queues with the condition that the last sub-queue
is always empty. This value is exactly the same as τðn�1; tÞ.
Therefore, τðn; tÞ ¼ τðn�1; tÞþτðn; t�1Þ holds true.
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