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Responsible Executive: Vice President for Finance and Administrative Services

Policy Custodian: Chief Information Officer, Information Technology Service

Last Revised: 2022/05/25

Previous USU Policy Numbers: 506 Uniform Wiring for Voice/Data (1997) and 552 Wireless Network
Deployment & Access (2008)

5202.1 PURPOSE AND SCOPE

The purpose of this policy is to establish and maintain standardized, uniform, and centralized wired and
wireless data networks, infrastructure, and connectivity under the direction and operation of Information
Technology Services (ITS).

5202.2 POLICY

21 ITS has sole responsibility for the design, deployment, management, and maintenance of uniform
wired and wireless data networks and infrastructure for Utah State University (USU).

2.2 ITS is directed to establish, update, and maintain uniform wiring and wireless standards and
specifications for USU, in accordance with industry best practices.

23 ITS shall coordinate all Internet Service Providers for and on behalf of Utah State University.

24 ITS, or ITS directed contractors, will install new data communications infrastructure and
electronics (fiber, cable, routers, switches, access points, distributed antenna systems (DAS) such as
cellular or first-responder signal repeaters, central security camera systems, UPS systems, etc.)
according to USU standards at the expense of the requesting project and/or unit. Ongoing maintenance
and replacement of data communications infrastructure on USU property will be the responsibility of ITS.

25 Units outside of ITS are not authorized to make or direct new installations, modifications,
extensions, repairs, or replacements to USU wired or wireless networks or network infrastructure, or on
USU property (see Uniform Infrastructure definition for scope). Separate network deployments for
specialized needs must be pre-approved by and coordinated with ITS to avoid interference and
duplication.

2.6 Unauthorized data infrastructure and/or networks, including wireless access points that create

radio frequency interference, duplicate services, violate code or USU standards, or create unauthorized
entry points to USU networks, systems, or services will be disconnected from the network by ITS.

5202.3 RESPONSIBILITIES
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31 ITS shall establish and maintain uniform standards for wired and wireless networks, and direct
the design, deployment, management, and maintenance of data networks at USU, including ensuring that
all new data installations comply with uniform standards.

5202.4 REFERENCES

See Resources

5202.5 RELATED USU POLICIES

» Policy 5201: Appropriate Use of Computing, Networking, and Information Resources
« Policy 5200: Information Security

* Policy 5203: Internal Bulk Email

* Policy 5204: Banner Identification Number

* Policy 5205: Network Monitoring and vulnerability Scanning Policy

» Policy 3016: Data Privacy

* Policy 5207: Institutional Email Service

« Policy 5209: University Website Policy

* Policy 5208: Electronic and Information Technology Accessibility

5202.6DEFINITIONS

¢ Internet Service Provider (ISP) - An internet service provider (ISP) is any entity that provides
internet service to USU local networks, entities, and/or locations. Utah Education and Telehealth
Network (UETN.orq) is a primarv. but not exclusive provider of such services.

e Uniform Infrastructure - The uniform wired and wireless network infrastructure referenced in this
policy consists of all cabling, wiring, fiber, electronics, DAS, central system security cameras, UPS
systems and other network data transmission equipment between buildings served by USU, and
within USU [owned] buildings, including all USU campuses (for example USU-Eastern), terminating at
the wall plate in individual rooms/offices, extending to wireless data transmission equipment such as
access points and controllers, and, in the case of voice communications, the connected telephone
handset.

o Distributed Antenna System (DAS) - A network of separated antenna nodes, often
repeating/relaying external signals within buildings that may be connected to a common source via a
transport medium that provides wireless service (such as cellular, radio, or life-safety signals) within a
geographic area or structure.

Information below is not included as part of the contents of the official policy. Itis provided only as a convenience for
readers/users and may be changed at any time by persons authorized by the president.

RESOURCES

Standards

USU Design Requirements:

e  https://www.usu.edu/facilities/planning-design-and-construction/design-requirements

e https://www.usu.edu/facilities/files/planning-design-and-construction/DIVISION-27-IT-
Requirements.pdf
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BICSI Standards:

. https://www.bicsi.org/standards/bicsi-standards/about-the-program

Contacts

e USUIT Services: https://it.usu.edu
e Chief Information Officer, Eric Hawley, 435 797-1134
e |TS Physical Infrastructure Team, David Tidwell, 435 797-1134
e |TS Networks Team, Kevin Grover, 435 797-1134
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e Service Desk, 435 797-HELP

POLICY HISTORY
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